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ABSTRACT

Internet of Things (IoT) has brought a fair share of challenges for Digital forensics and Law Enforcement Agencies in
carrying out their investigative duties. The authors of this paper studied the current trends and noticed an increase in
crimes that require digital evidence from Smart TVs. Smart TVs are not only a probable source for digital evidence, but
have become an integral part in most digital investigations, since they have the ability to connect to the Internet, store
digital materials and are able to be synced with various user cloud accounts. This paper marks out the changes in results
when using past well-known acquisition methods on the recent Smart TV device and proposes a general investigation
procedure model for data acquisition and probable digital evidence for Smart TVs using Chip-Off methods. Regarding the
lack of generally applicable methods for Smart TV forensics, this work for a new model will contribute to collective
efforts as a whole.
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| . Introduction

An increasing number of electronic products are now becoming “Smart” with the ability to access
the Internet and connect to other remote devices [1]. Having the functions of a Legacy Television
and the complexity of a computer, a Smart TV provides features such as web browsers, facial
recognition, motion control, voice control, online games, built-in camera, and use of wireless
transmission screen. It also supports users downloaded contents and applications (2). Furthermore,
Smart TVs come with inbuilt disk storage media, random access memory (RAM), third-party
software’s, and full networking capabilities (3] all these with the ability to be crucial data-sources
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during digital investigations. Apart from Smart TVs being a digital data sources, they can store a
lot of user data such as account and credit card information, ability to integrate with other internet
accounts, hence these features can be exploited by criminals looking for private information such as
real-time audio and visual access amongst other criminal activities (4].

In June 2016, a warrant was issued for Samsung Smart TV like any other computer whose owner
had been convicted for possession of child pornography, and Feldman, the owner, admitted that he
watched adult and child pornography on the device (5). This research paper contributes to the area
of digital investigation by presenting potential vulnerabilities and methods of data acquisition for
investigating Samsung Smart TV model. The primary goal for this research was to acquire user data
and any data from the Smart TV that can potentially have help an investigation for Law
Enforcement Agencies (LEA). The secondary goal was and to develop an USB based data acquisition
system from the Smart Tv.

[I. Related Work

There are a number of works that focus on data acquisition methods for Smart TVs, however
recent works have focused on LG [6) and Samsung [(3). Various Smart TVs operate on different
Operating System (OS) and hence varying security configurations, vulnerabilities and exploitations
(7). Recent analysis on Operating Systems has mainly focused Samsung's Tizen OS (an open source,
Linux based kernel) (8].

(1) managed to perform an online firmware upgrade by impersonating Samsung's update servers,
after discovering that the browser's TLS/SSL implementation was vulnerable to man in the middle
attack, and identified six potential vulnerabilities: firmware, browser, Samsung applications, remote
help management, AllShare, and remote control.

On the other hand, (10) draws attention to Tizen OS and points out that Tizen applications
require signing in and only on the bases of privileges granted by the Tizen environment, once can
exploit privileges that required root access.

The most recent Smart Tv Digital forensics (3) lists three data acquisition methods carried out on
a Samsung Smart TV, UE40F7000SLXXN model, the eMMC five-wire, Chip-off, and Software based
method. The eMMC five-wire method was not successful due to the failure in resetting the
processor, however, chip-off was successful and used in making an image file. Software based
method, SamyGO widget installed in a flash drive was used to gain root access, and the images of
the full flash memory was made [3].

A comprehensive overview of the previous works on Samsung Smart TV data acquisition is listed
in Table 1.
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Table 1. Tizen OS (Samsung) analysis methods in literature
Analysis Past work Model used Potential Digital Artifact
Approach
Development - - Tizen SDK/Emulator (Tizen 2.0)
Tools
Rooting method developed by SamyGO Forum
Boztas et 1. Install Skype app
Root Access al., 2015 (3] UE40F7000SL 2. Set Skype to AutoStart
(Legacy OS) 3. Upload SamyGO widget to Smart TV via
USB drive
Kang et al.,
Data 2014 (9] UN46ES8000 Binary Diffing: Compare Pre-Image with
Analysis (Legacy OS) Post-Image after function testing
Kang et al.,
File System | 2014(9) i 24 Partition SquashFS

= Boztas et

Last TV on time
Log policy configuration file
App Install History

al., 2015 = UE40F7000SL ' Camera Usage
Identified (37, (Legacy OS), « Internet histgor
User Actions | = Kang et = UN46ES8000 Th . y} . .
. umbnails of recently played video clips
al., 2014 (Legacy OS) - R e
(9) ecently executed service
= Saved TV channel list
» External storage usage info
» Firmware Attack: firmware files can be
customized using a tool developed by
Sidiropoulos SamyGO and used for unauthorized
glt . | %rivilegesAsélc}ﬁ_a?\/[root_ actclr?SSIM'ddl tool
-1 efopoulos, . rowser ack: Man-in-the- Middle tools
Vulnerability 2013 (1) UES5500 such as Burp Suite could be used to

intercept traffic and modify requests and
responses.

» Via Apps: using an app developed by
SamyGO community to get root access

[Il. Materials and Methods

1. Smart TV model selection

As one of our primary objectives was to test if the past data acquisition methods were still
valid on recent Smart TV models, we have used Samsung UN43NU7150FXKR, a post 2017/2018
device. Samsung products make the first top 10 in popularity (11) and are readily available in
most parts of world including South Korea (9] and Europe. The selected TV has the critical
basic features of a smart TV and this model runs on Tizen 4.0 OS as of 31st August, 2018
(12).Table 2. depicts a detailed comparison between the model used in previous researches and

our own.
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Table 2. Identification of device used for this research compared to (3)
Comparison Attributes 2014 Model 2018 Model
P UE40F7000SLXXN UN43NU7400FXKR
Tv Release Year 2013-2014 2018
Operating Systems Legacy Platform Orsay OS (LiMo) | Tizen 4.0
Storage Medium 4Gi Movi NAND flashchip 4Gig eNAND
File System Analysis VDFS  (Versatile Distributed
SquashFS 4.2 File System)
Deployable *wgt, *.rpm and *.net
Applications *.wgt and *.tpk Png, txt, tx?, exe, tz, jpg. gz,
Extensions sqlite, gif, ogg

Application Types

Native Applications
Web Applications

Web Applications, HTML5, NET
goplie. Native Subsystems, NET
S

Application Rights
Isolation - Privilege

Public, Partner and Platform

Developer

Network Protocols

HTTP/s, TCP, and UDP

© GIOP, HTTP/s, HTTP/XML,
ICMP, IGMPv2, ISAKMP, MDNS,
NBNS, PORTMAP, RPC, SIP,
I%NDI\Ié[P SSDP, SSLv3, TCP, and

Encryption

TLS V1.2

TLS v1.2

2. Research Procedure

To our knowledge,

there has not been a published or known standard Smart TV
investigation procedure yet. In literature, investigators have suggested various methods to

acquire data from the TV as suggested in Table 1 in the previous section.

Based on the past research results and our own analysis, we propose

was modeled on the work done in carrying out this research (Investigation).

The investigation procedure focused on network access (http/s traffic interception, and

vulnerability scanning), hardware access (interfaces, vulnerability exploitation, chip-off)

and further investigation and lastly at application level (development and deployment of

test applications.
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Figure 1. 2018 Samsung Smart TV - Investigation Workflow (edited by authors)

IV. Analysis and Findings

1. Application Level

1.1. Root Access

The rooting method used by [3) in exploiting Skype application did not work as Skype was not
available in Tizen app store, and the Tizen 4.0 had patched that vulnerability, Also using SDB,
Tizen.40 has disabled the $root ON/OFF command and #./sdb shell command, hence restricting

direct access to Tizen Kernel.

1.2. Tizen Application Deployment

This approach was previously used to obtain root access and search other ways to exploit Tizen
OS using modified Tizen applications needing root privileges and exploit possible buffer overflows
(9). Although Tizen began supporting .NET development environment with .NET Core,
Subsystems, .NET APIs, and Runtimes added, in case of TV product, using Native Application is
blocked for security reason [8]. Thus, only the installation and execution of HTML5 web applications

is possible on the Tizen 4.0 Smart TV model.
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Table 3. Tizen Core Software

. . A package of Tizen SDB that contains tools and managers under, also
Tizen Studio ] .
workspace for coding.

It provides connection and configuration between PC and Tizen devices

Device Manager including emulators.

It provides configurations on certificates to install both native and web

Certificate Manager application of Tizen.

SDB It provides a software-based bridge to connect to the Tizen device.

With the new Tizen 2.5 and above versions, during application development and deployment on
smart tv, Samsung developers (partners) are required to install “Samsung Certificate Extension” from
Package manager, which means both TV and wearable device needs higher privilege of certificate
than normal certificate, hence every application developer has to be authentically registered with
Samsung in order to get smart tv certificates.

1.3. Application Installation

Developing a Tizen application requires a particular certificate from developing stages because
Samsung does not want an illegal distribution of its applications. The certificate stores information
about specific device data that can allow application installation. Installing an application on the
emulator and SDB failed because the app did not have a proper certificate. Then, even after
installing Samsung Certificate Extension and using Certificate Manager to issue and upload a proper
certificate, the install command was rejected. As a result, installing a compiled package is done but
it works only for the “Samsung TV Web Simulator’. Executing app in the real device and VM-based

emulator has failed. It seems it has but since there is two duplicated install paths on it.
1.4. Running Executable Files

A USB flash drive was connected to the Smart TV via USB port to run executable files from the
flash drive. However, the Smart TV only showed media files such as .jpeg and .mp3 available for
opening on its system. When we tried to download executable files from google browser, a pop-up
window, This function is not supported, came up and downloading process stopped. Tizen 4.0 may
have disabled the download functionality for third party software.

Tizen 4.0, has been developed to allow files from the following family formats: png, txt, tx?, exe,
tz, jpg, gz, sqlite, gif, ogg and other media file formats.

2. Network Level
2.1. Network Access

Wireless connection was established between hosts PC and the Smart TV by enabling Developer
Mode and setting Host PC IP on the TV, and the host PC and Smart TV were connected via SDB
(Smart Development Bridge), however connection could only be established if both Host PC and
Smart TV were on the same network and Host IP having to be manually set and granted access to
communicate with the TV.

2.2. Port Scanning

Port scanning software, Zenmap (version 7.70), was used to look for the listening ports and check
their availability for exploitation. All range of ports of Smart TV's IP from 1 to 65535 was scanned,
and 17 listening ports are found. Then, Telnet was used to check if those ports are open.

210 CIX|HZallaod H132 M3% 20199 09¥
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¥ 4. UN43NU7150 - 2= Wzl 7%
Table 4. UN43NU7150 TV - port numbers, functions

Port Number Function Remarks

Accepts telnet request but
1515 N/A rejects after 2 characters

Accepts telnet request but soon

26101 SDB connection port .
close connection
8080 Web server (lighttpd) Ehows 404-Not Found  page in
rowser
Only respond to UPnp-related
packet
7678, 8187, 9110, 9197 UPnP 1.1 Ports ~It runs ‘Samsung Allshare

unpnd 1.0, and returned error
describes Samsungs service

Shows nothing via web  browser,
8001 vcom-tunnel but returns HTML-based page
when connected with telnet

- accepts requests but no useful

data returned
8002 teradataordbms - DB commands were given but

soon rejected

- With web browser, page shows
9012 Websocket++ 0.5.1 got HTTP request with 0 bytes of
body data.

3. Device Level

3.1. Chip-Off (Procedure)

As the final data acquisition method, chip-off was used on the eMMC chip (See Figure 2,3). In our
research, this was the most successful method to gain access to user data. Therefore, in this section
we will discuss the chip-off procedure for the UN43NUT7400FXKR and summarize our finding
directly after chip-off. The detailed result of analyzing the acquired data will be
elaborated in the next section (V) separately.

The chip-off method uses heating guns to de-solder the eMMC chip from the motherboard (See
Figure 4). After successfully detaching the chip from the motherboard, the chip is carefully cleaned
placed on an eMMC reader and connected to the computer (See Figure 5). MD-Reader® and
MD-NEXT® used in this analysis are registered trademarks of HancomGMD Corporation.

a3 2. A 2FtE TV HQles 28 3. AMg 2utE TV eMMC A
Figure 2. Samsung Smart TV Figure 3. Samsung Smart TV
Motherboard eMMC chip
Journal of Digital Forensics 2019 09.: 13(3) 211
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a3 4. ~vltE TV velREdA 2L Rejsls FEwAl ¥ 5. eMMC A& ¢2 9= MD-Reader
Figure 4. Heating machine desoldering chip Figure 5. Reading the eMMC chip using
from Smart TV motherboard MD-Reader

It should be noted that the chip-off process needs to be the last step of data acquisition. After the
removal, the chip will most likely not be able to be re-attached to the motherboard to function to its
full capacity.

Using MD-Reader(an eMMC reader hardware that supports several eMMC & eMCP sockets) and
MD-NEXT (data extraction software), we were able to successfully read the disk image file, a 4G
eNAND type with twenty-four (24) partitions. Analysis from the chip showed that Samsung has used
of its own Vertically Deliberate improved performance File System (VDFS) since January 2017 (12].
VDF'S is a verified high-performance file system that supports applications running high speed and
performance databases eg. on web applications (14).

. File System

Results from the chip-off method showed that there are 26 partitions as highlighted in Figure 6
below. With identical volume names following themselves; which is the primary and backup
partitions. See Figure 7 highlighting the backup and primary entries of the unallocated partitions
for voll and vol26 respectively. The partitions Platform.img, Systemrw.img, NONE contain data
about the system and data.img contains most of the user-relevant data we have found in our
research. Further analysis of the images was done wusing various commercial and open
source-forensic softwares.

Name D Starting Sector  Length inSectors  Descripton Flags
vol1 (Unalocated: 0-127) 1
vold (ddr.nit: 128-1151)
vol§ (dr.nit: 1152-2175) E 11 1024 . inik Allocated
volé (seret.bin: 2176-6271)
vol7 (seret.bin: 6272-10367) : 40% Mocated
vold (ulmage: 10358-41087) 3
vold (ulmage: 41088-71807)
vol10 (dtb.bin: 71808-73855)
vol11 (dtb.bin: 73856-75903)
vel12 {sign.bin: 75904-76031)
vol13 (sign,bin: 76032-76159) ]
vol 14 (VD-HEADER:: 76160-76287) 4 616 128 HEADIER
vol15 (secos.bin: 76288-80383)
vol15 (secos.bin: B0334-84475)
vol17 (secos_drv.bin: 84480-86527)
vol18 (secos_drv.bin: B5528-88575)
vol19 (NONE: B3575-92671)
vol20 (NONE: 92672-117247) HONE ated
vol21 (platform.img: 117248-2984447) 1 11724 i patform.img Aocated
vol22 (platform.mg: 2984443-5851647)
Vol23 (systemrw.img: 5851648-5354047)
vol24 (data.img: 5954048-7625583) 5554048 167153
vol25 {reserved: 7625584-7633775) !
vol26 (Unallocated: 7633776-7634943) 633776 Uniaflocated Unalocated

2% 6. 2018 ~7kE TV Te)A
Figure 6. 2018 Smart TV Partitions
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= sl""-'“"'zs"“[‘[lixg: A Name Size Type

W uimage (3) N

sl uimage (6) [15M8] [unallocated space] Unalle

s dib bin (7) [IMB] Backup GPT Header Filesy:
Filesy:

sl ditb bin (B) [1IMB] Backup Partition Entry Array
Filesy:

=l sign bin (3) [0MB] .
s sign bin (10) [OVE] Primary GPT Header

u

0

+

+

0

0

t

== VD-HEADER (11) [OMB] Primary Partition Entry Array
H-= secos bin(12) [2MB] Protective MBR
+

i

;
0

i

+
6
=

i

i

Filesy:
Filesy:

T T -

sl secos bin(13) [2MB]
== secos_drv.bin (14) [IMB]
=l secos_drv.bin (15) [IMB]
sl NONE (16) [2MB]
s NONE (17) [12MB]
== platform img (18) [1400MB]
s platform img (19) [1400MEB)
Wl systemmwimg (20) [SOMB)
s dataimg (21) [B16MB]
= reserved (22) [4ME)

=T# Unpartiioned Space [GPT]

O [unallocated space] w

o 7. 5 FdEds g ged

Figure 7. Primary and Back Partitions
As shown below, data.img from the 2018 Smart TV image file shows the name of the File System.

000000000 HS 44 46 53 32 30 30 37 €D VDFS2007m
000000009 6B 66 73 2E 76 64 66 73 00 kfs.vdfs.
000000018 2D 69 00 2D S5S6 00 2D 7A 00 -i.=-V.-z.
000000027 38 33 35 37 36 38 4B 00 2D 835768K. -
a7 8. Hex Viewer@ F&% 3e]lAd 20 (data image)d] &ld =
Figure 8. Hex Viewer extract from Partion 20 (data image) header file

V. Chip-Off Image Analysis

The image files were analysed using Autopsy (version 4.8.0), Magnet Axiom Forensic Software
and MD-Red (version 3.0, with UN43NU7150 specific module). Applications images, audio clips and
application downloaded video samples were discovered in the Data image and most of these
pre-loaded during application installation or deployment.

1. Recovered Media Files

Applications images, audio clips and application downloaded video samples were discovered in the
data.img and most of these pre-loaded during application installation or deployment. Below are
multi-media images, either accessed or loaded with applications by the user. Regardless of the user’s
intention, these images are automatically saved and provides a context to user activities. By
analyzing the images and the three pieces of data indicated in each file's name (Unused, 9-digit
value, 4-digit value), an investigator can better reconstruct the timeline of user actions (See Figure
9).

Sl g | ® |
c W sé s i

Unused 45253004  Unused 45250168 Unused 46260633  Unused 46262372 Unused $6281323  Unused 86326169 Unused 6326988 Unused 46361395 Unused 46514395
61540 114655 & _BO62 04395 2606 64343 B_15667 2211250 235

Unused_46516633  Unused 46529740 Unused 47126323 Unused 47303475 Unused 4731086  Unused 48135782 Unused 48136192 Unused 48136601  Unused 48137011
&_8688% 83832 81373 285074 4 BFI7960 4248 0225 6456 247

— Broes v
A e
’* % L 0} O{E) E

™ o ol e

ooo 000

Unusesd 45137420 Unused 45300032 Unused 45300851 Unused 48330752 Unused_£8337715
81129 06556

Unused 48576821  Unused 48552656  Unused 48530561
2346530 0_n7s 2 133720 6542

0_10856 61952

o

Unused_18853401
66030

Unused 45918841  Unused 48918328  Unused #8923033  Unused 88527948 Unused 38528708 Unused 48930406  Unused 48931225
614719 0_45056 6 3433 8 E912 0_13003 4_4196 67367

[F—

Unused 48932044 Unused 45932064 Unused 48934092 Unused 48934502 Unused 48934512 Unused 48935731 Unused 48936860  Unused 46539008 Unused 48933827
88833 0_Bo5e 8 3442 44074 0_6508 2853 0_20179 0_6a39 25028

a3 9. MD-REDeIA &3 o]n]x]
Figure 9. Recovered Images in MD-RED
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Active multimedia files such as audio (wav), pictures (png) and movie (mp4) files were recovered
from the Smart TV images, as potential artifacts that can be used for digital investigations.

2. Browsing History

Web search and browsing history, was identified from the data image (Partition 24) that was
analyzed, this is potential source for digital evidence from a Samsung Smart TV. Some activities had
time stamps that is crucial for event reconstruction and timeline analysis.

http://opensource. samsung.com/opensource/18_ DTV K. @ Potential Browser Activity Web Related
hittp://opensource. samsung.com/opensource/18_DTV_K... & Potential Browser Activity Web Related
http://pip-ssetvplus.cienmskedn.com/CLIP/EA/E1201801.. @ Potential Browser Activity Web Related
http://smart.hallym.ac.kr/dwr/util js @ Potential Browser Activity Web Related
http://smart.hallym.ackr/Imsdata/js/common-hallym.js « Potential Browser Activity Web Related
http://smart.hallym.ac.kr/Imsdata/js/common,js © Potential Browser Activity Web Related
hittpe//smart.hallym.ac kr/Imsdata/js/common_button.js « Potential Browser Activity Web Related
hittpe//smarthallym.ac kr/Imsdata/js/common_conf js « Potential Browser Activity Web Related -

a3 10, TV gl A4 715
Figure 10. Browsing history of the TV

3. System Information

Figure 11 shows system information of the Samsung Smart TV, showing ., model, name,
maker and the exact serial number. These values are crucial for particularizing to an
individual model involved in a criminal event.

[ Mlzker

Madel

&) ]SS

4 Active Serial Number (STONDER0023TF

2% 11. MD-RED®IA] 53k Al2=" AR
Figure 11. System Information in MD-RED

4. Network Information

Figure 12 shows network information log carrying, last known device IP address, Wifi Names,
SSID, network frequency and last modified time. Based on the network information, an investigator
can predict the location of the suspect at a particular time, which is crucial for reconstruction of
timeline and corresponding user activities.

. § Last address -
1 wifi M ke
l (=3 1050228154 Ceoni il
V| MName : Hallym WiFi
SSID Modified Time
2 Active wifi 48616c6c796d2057 | 11/13/2018 Metwork Log
624669 07:13:59

frequency : 2462

% 12. MD-REDeA &+ U E= HH
Figure 12. Network Information in MD-RED

5.Application Installed and App ID

Web Figure 13 shows the installed applications and app ID. It shows pre-installed applications as
well as applications that were installed by the user (e.g. ‘Flying Fish” in Figure 13).

214 CIX|HZallaod H132 M3% 20199 09¥
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6. Active SQLite Databases

Active
Active
Active
Active
Active
Active
Active
Active

App Mame - 2HRHE210|
App Name - Melon

App Name : Sotheby's

App Mame - e-Manual

App MName - Netflix

App Mame : Google Play
Movies & TV
App Name : acm-service

App Mame : Flying

App Name - Plex

ZeGzxsgDov
vgmiZRmiap

Wi2[TMcGNU

UmmOtLISUP

RMN1MCdMgEt

QizQxCTCUf

org tizen.acm-service

MAUT1lus05
KICISQIYEM

a3 13, AAE o EFeAlelAd= o} ID
Figure 13. Installed Applications and App ID

Appinfo
Appinfo
Appinfo
Appinfo
Appinfo
Appinfo
Appinfo
Appinfo
Appinfo

Multiple databases were found in the data.img partition (See Figure 14). The last modified time
fits with the last usage time of the Smart TV (2018 Nov 13). SQLite is a valuable source of forensic
evidence because when a user deletes data SQLite database declares the corresponding location as
unallocated: then, until other records are over-written on that location the ‘deleted” data can still be

recover. Thus, an investigator can restore the data in ‘unallocated’ location.

1 Active |5QLlite3

2| Active | 5QLite3

3 | Active | SQLite3

4 | Active | SOlLite3
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Figure 14. Databases in MD-RED

7. System logs for Power ON and OFF activity

i e Jime ]

A
Create Time : 12/12/2018 22

Modify Time - 11/13/2018
140738

Create Time : 12/12/2018 22
Modify Time : 11/13/2018
19:28:35

Create Time : 12/12/2018 22
11/13/2018

Create Time - 12/12/2018 22
Modify Time : 11/13/2018
19:34:23

Create Time : 12/12/2018 22
Modify Time - 11/13/2018
16:58:40

The log file shows when the Smart TV was turned on and off and time stamps of the actions.
This set of logs can help an investigator reconstruct an attack by analyzing the relationship between

the events and their time stamps. Furthermore, if there is an action with a suspicious time stamp,

such anomaly may provide an insight for the reconstruction process as well [15].
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Figure 15. System on and off logs in MD-RED
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V1. Conclusion

This Smart Tv research paper highlighted and examined the Smart TV device, from hardware,
application and network level in order to determine possible sources of digital evidence that can be
forensically acquired and is sound in a court of law. With the lack of a standard research procedure
or investigation model, this work was carried out using the best possible means, taking into
consideration all known past research methodologies and procedures.

In analysis, even though many of the previous data acquisition methods cannot be applied to the
newer TV model, the Samsung 7 Series (UN43NU7150FXKR-2018) model still proved to be reliable
source for potential digital forensic evidences, since it stores various user data ranging from media
files ( images, audio files, video files), browsing history, google searches. It is important to point out
that this research work was made in the view that Smart device being investigated is available and
the investigator has direct access to the device.
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