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CHAPTER 1. INTRODUCTION

It is now possible to monitor and remotely control household appliances in the house such as
television, refrigerator, temperature, door, light, etc. via the Internet. Furthermore, the generated
data from the user’s activities can be used to analyze user can provide convenient services to the
user. For example, a coffee pot automatically makes coffee the wakes-up or the boiler can warm
up the temperature of the house before we get home. These are called Internet of things (IoT).
The term Internet of thing was first mentioned by Kevin Ashton in 1999. However, this idea has

existed since the 1970s and was called "the embedded internet", "pervasive internet" and others.

There is no official definition of the internet of things. IEEE described the Internet of Things
as: “A network of items — each embedded with sensors — which are connected to the internet [1]”.
Internet Society (ISOC) described the Internet of Things as: “The term Internet of Things
generally refers to scenarios where network connectivity and computing capability extends to
objects, sensors and everyday items not normally considered computers, allowing these devices
to generate, exchange and consume data with the minimal human intervention[2]”. In addition,
many organizations and groups are defining Internet of things (IoT). However, most definitions
indicate the expansion of Internet connectivity through embedded and sensor networks. So, if an

object provides services to humans via the Internet, it can be called Internet of Things (IoT).

As technology evolved, many technologies and the infrastructure were connected, the
development of the IoT increased exponentially. IDC, a US market research and consulting firm
for IT and telecommunications, consumer technology, forecasts that a total of 150 billion things
will be connected and will produce 175zetabyte of data. And average people will have nearly

5,000 digital interactions per day by 2025 [3]. IoT technology is applied to various fields such as



smart home, wearable, smart city, industry, automobile, transportation, health and provides
convenient and useful programs[4]. As the dependency of data increases, so does the potential for

digital evidence.

In the IoT ecosystem, potential data from crime scenes can be expanded because the data
generated by sensors through human intervention is vast and criminals can not cognize all of the
data generated. Unlike traditional forensics, which has found data evidence on mobile, PC, CCTV
and limited sources, data sources can be increased and data evidence can be more critical because
of the IoT Characteristic that any object can be Internet of Things (IoT). But the vast amount of
data is a challenge for digital forensics investigators to identify accurate evidence. IoT forensic
investigations have many challenges due to the incompatibility of digital forensic tools and

standard forensic methodologies currently available in the loT environment[5]—[7].
1.1. Internet of Things (I0T) Forensic

With the increasing use of IoT technology, the need for loT Forensic is increasing. Unlike
traditional digital forensics, [oT forensics has become a complex form of forensics due to the
unique forms of devices, operating systems, and services that each company has. For example, in
traditional forensics, the source of the evidence could be mobile, cell phone, server, gateway, and
the source of the IoT forensic evidence could be home appliances, TV, medical implant in human
or animal, tag reader, sensor node, tag reader. In addition, [oT technology can be different in
jurisdiction and ownership because it also uses the cloud to share and deliver services with a wide

range of companies in a wide range of regions. [8].

IoT is a combination of different areas. And It can be divided into cloud, network, and device
areas. [6]-[8]. Even if an investigator finds a device that could be evidence at a crime scene, the

data could be stored in a cloud server located in another jurisdiction. And because the cloud uses



virtual computing, data can be erased if there is a server reboot or synchronization problem with
the client device. In addition, IoT forensics has many challenges. The IoT forensic challenge is
discussed in Chapter 2. So far, there have been some real cases of [oT forensics. Examples include

Fitbit, Amazon Alexa, and Pacemaker, which help solve challenges.
1.2. Significant of the study

Important of digital evidence from IoT - Because IoT's data is less likely to be modulated and
is more reliable, it can be potential electronic evidence. The reason is next. IoT provides services
with minimal human intervention. It does not inject data directly by a human. It generates data
and provides services based on the activity, temperature, time, location, etc. of the human or object
according to its settings and purpose. And the generated data is stored somewhere like a cloud or
a small storage space for learning purposes. As a result, the IoT environment may contain
contextual evidence that the assailant simply ignores. In order to maliciously modulate the data,
it is necessary to know the IoT device in advance and access the storage space using a network
and a physical method. Since each device has a different form, it is not easy for the general user

to access the data.

Practical IoT investigation procedure model - While there is a lot of data to process and
expertise is required of investigators to conduct loT investigations, there is a lack of tools and
methodologies that can be investigated efficiently. Many studies have presented tools and
methodologies, but there are many that are not practical or not realistic[5]. Since many of the
studies carried out were too specific or too general without experiments, it was difficult to use
them as a practical IoT investigation procedure model[9]. However, partial step-by-step testing is
possible. We discuss and generalize methods that can be tried on a cloud, network, device area in
the acquisition step so that investigators can try to acquire it directly, even if there is no known

tool or method for acquisition.



1.3. Scope and limitation

Developing and complementing the IoT investigation procedure model is one of IoT
Forensic’s challenges due to unavailable test or/and environment. This paper was written to
improve the loT investigation procedure model for house using research perspective. We analyzed
four Korean speakers, two US foreign speakers, two smart home kits, a thermostat, and raspberry
pie. And the study was divided into the areas of cloud, client app, network, and physical to find
acquisition method, the data location, Types of data we can get and so on from the IoT devices

for smart house.

To ensure that IoT evidence can be accepted in court, the existing general digital forensic
procedures that have already been verified and trusted should be improved to fit the IoT. Many
researchers have worked for the IoT investigation procedure model, and they have defined the
model in several steps. However, there were many challenges to building a test environment, the
whole model could not be tested. Also, a small number of studies were highly specialized and
could not generalize the IoT investigation procedure model[9]. Therefore, the whole IoT
investigation procedure model will be completed when the test is performed for each step. This
paper will propose a tested practical [oT Data Acquisition procedure for the Acquisition step in

the entire IoT Investigation procedure.
There are limitations to this paper.

® The purpose of this experiment(case study) is to apply real [oT devices to the [oT
Data Acquisition procedure presented. However, there is a limit to experimenting

with all of them because many loT devices in various forms exist in the IoT world.

® The procedure proposed in this paper is for acquisition. A simple analysis to

obtain credential information such as ID, password, token and cookie in the IoT



ecosystem or to check what type of data exists in client data or device data for

next-best-thing triage can do. However, data analysis will not be covered in detail.

1.4. Thesis structure

This thesis is organized as follows: Chapter 2 presents the review of previous works in the
field of IoT Digital Forensics - IoT Forensic Challenges, existing [oT acquisition methods, and
previously proposed IoT Investigation procedure models. Chapter 3 presents our proposed loT
acquisition procedure based on the research experiences we conducted on the IoT devices. In
Chapter 4 we presented the practical tests for 5 IoT devices using the proposed IoT acquisition
procedure. Finally, in Chapter 5 we presented the discussions on the results, conclusions and

possible future research directions to the proposed model.



CHAPTER 2. BACKGROUND RESEARCH

This chapter describes existing research for [oT digital forensics. The first section will review

the challenges of IoT forensics, and the second section will review the acquisition method. And

the third section will review the already presented IoT Investigation model.

2.1 The challenge of IoT forensic

IoT is created by gathering various areas. This area includes mobile, computers, sensors,

various network devices, the cloud, VR, and Al In other words, the IoT Forensic Challenge

includes the Forensic Challenge for each area [7].

Visibility - The main challenge for the loT crime scene is visibility. loT device may be
invisible or numerous and may not be identified until the device is connected to the
network, or even the device may be inserted inside the body. In other words, it may not

be possible to identify all IoT devices[7], [10].

Difficulty in memory dump — Dumping data at the scene during acquisition is a challenge.
There are a lot of things to consider because dumps can be difficult or impossible with
existing tools. And the data format, the data location, acquisition method, etc may be
different for each device [7], [10], [11]. In IoT environment, data is mostly stored and
processed in the cloud. However, obtaining access to data for investigation purposes is

not appropriate for loT investigators due to [oT's service contract restrictions[6], [12].

Big loT data analysis — Analyzing the data and finding information related to the crime
can help with the investigation. But increasing the amount of data and increasing
complexity hinders the investigation. Because [oT data is a mixture of both structured

and unstructured data, Effective tools are needed to deal with this[6], [12].



® Volatile (easy to change) — Volatile memory contains useful information and should not
be missed when possible [10]. IoT devices such as sensors, however, use small memory
for efficient energy consumption, and when data is generated, it overwrites the memory
immediately due to small storage space. In other words, crime scene data may be lost if

an investigator accesses the device[13], [14].

® Jurisdiction — In IoT environment, user data is stored in multiple locations. The location
may be another jurisdiction, such as a country or a region. That's why if data from a
device found at a crime scene requested to vender, it may take too long to received or

rejected[6], [7], [12].
2.2 10T data acquisition method

The IoT data Acquisition method performed is divided into three major areas: Cloud
Acquisition, Network Acquisition, Device Acquisition. In this section, we will review the research

performed for each acquisition method.
2.2.1 Cloud acquisition

The cloud is a shared collection of network resources (e.g., networks, servers, storage,
applications and services) that can serve a wide area. That is, it is a convenient computing
service where users can receive data sharing and service delivery regardless of physical
location. And because the cloud is a subgroup of network services, cloud forensics is

also a subgroup of network forensics [15].

An initial study of cloud forensics was conducted on the client side. Client-based cloud
forensic is the collection and analysis of data stored on the client side such as mobile

apps or browser apps in PC that communicates with the cloud. As a result, the possibility



of forensics such as Google Docs, Amazon S3, Dropbox, Evernote, ownCloud, etc. has
been confirmed[16]-[18]. Since then, research has been conducted to acquire data from
the cloud itself using the API. This method points out that the client device does not
persist data and is the method to overcome that limitation. As a result, the possibility of

forensics such as Google Drive, Microsoft OneDrive, Dropbox has been confirmed[19].

H. Chung et al. in [14] proposed a forensic approach to Amazon Alexa, which combines
cloud-side and client-side forensics. They accessed and collected cloud-native artifacts
using unofficial APIs and developed the Amazon Alexa forensic tool kit in that way. This
approach has two limitations: that user information (ID, PW) is required and that deleted
data is difficult to recover. This means that if the investigator cannot obtain user
information (ID, PW), or if the user has deleted cloud data, it will be difficult to get data
from the Amazon Alexa cloud. To obtain unofficial APIs, they analyzed traffic using the
tool that is Charles web debugging proxy. Unofficial APIs can be identified in the

returned value on the condition that they are valid user credentials.

2.2.2 Network acquisition

10T is a diverse set of technologies and communicates over various communication
protocols such as LTE, Wi-Fi, Bluetooth, Zigbee, and Z-wave depending on
geographical location. And IoT appliance integrates cloud application through API.
Packets can be traced using network equipment such as routers, switches and Software
Defined Networking (SDN) switches to collect and analyze these communications or to

use packet-tracking tools such as Wireshark [6].

Using packet analysis tools such as Wireshark is the basis of network forensics.

Wireshark can collect and analyze packets and is a great tool for discovering a wide



range of security threats and attacks. [20]. If the packet is not encrypted, it is easier to
check the data via Wireshark, but since many devices have recently encrypted the data,
it is difficult to see the data in the packet. H. Chung et al. in [14] used Charles web
debugging to verify encrypted traffic and found Amazon Alexa's unofficial APIs in the
returned value. And they were able to collect and analyze cloud data using informal APIs.
While this method is not described in detail, it will help you to find unofficial APIs for

other devices using similar [oT ecosystems.

2.2.3 Device level acquisition

Device Level Acquisition is the acquisition of data within a physical device[6]. JTAG,
Serial port(debug pad) and Chip-off are representative. However, this method is not easy
and requires a great deal of attention because it has a high possibility of damaging the
device. Processes can be very difficult, such as soldering, special tools, or connecting
devices and computers, but if the connection is successful, the reading process is easy

and the dump is the same as any other physical acquisition [21].

Clinton et al. [22] performed a device level acquisition of Amazon Alexa. The team
disassembled Amazon Alexa to figure out its internal structure and found a suspicious
JTAG port on the board. They did not attempt to acquire data via JTAG in the absence of
special tools, but they said it was this is a promising avenue that could allow full control
of the device if successful." They understood the boot process and checked the UART on
the Debug Pad at the bottom of Amazon Alexa and succeeded data dump. But This
method has been disabled since 2017 due to a patch to compensate for physical

vulnerabilities in Amazon[23].



2.3 Presented IoT investigation models

This section reviews the models presented for IoT Digital forensic. These models were
presented for all the processes from the time of the incident through the investigation to the

submission to the court.

Oriwoh et al. in [7] proposed a model that consists of three zones and Next-Best-Thing Triage
(NBT) Model for use in conjunction with the three zones. These zones help guide investigators
where to begin their work with regards to an investigation. Zone 1 is made up of the internal zone
which includes all the hardware, software, and networks that resides in the actual crime scene.
IoT devices such as temperature control, door sensors, smart cameras, and Hubs reside here and
could be helpful in the [oT forensics. Zone 2 consists of all devices and software on the edges of
the network that provide a communication medium between the internal and external networks.
Zone 3 consists of any hardware or software outside of the internal network. This could include
cloud, social network, or Internet Service Providers (ISP). This zonal model in approaching the
investigation can be useful to plan and identify possible digital evidence from IoT devices. They
also proposed 4 phases for [oT forensics methodology; Preparation which is identifying any
possible evidence, Acquisition which is Imaging and retrieving data, Investigation which is the
actual criminal investigation, and Reporting and storage. In the phase of Investigation, some
sources of evidence might become unavailable after a crime is committed; e.g. a mobile phone
might be disposed of. In this case, the Next-Best-Thing model can be applied. Identify what
devices were connected to the Object-Of-Forensic-Interest (OOFI) and what slice of evidence, if
anything, are left behind after its removal from the network. The proposed work can provide many
benefits such as effective and efficient loT-related investigation in terms of identifying relevant

evidence. However, developing and testing this work is challenging.
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Figure 1: 1-2-3 Zones Model by Oriwoh et al., 2013

Perumal et al. in [5] aim to identify and design the best approach by designing a new model
to follow while performing investigation situations for digital forensic professionals and law
enforcement agencies. They proposed an integrated model based on triage model and 1-2-3 zone
model. 1-2-3 zone model divides the crime scene territory into zones, Zone 1 work as the internal
network where it resides all connection is based here. Zone 2 as the zone that resides all the device
and the border network and last Zone 3 covers a huge data collection platform. This model starts
with authorization, planning and obtaining a warrant — shares the same stages as the traditional
forensic model. This paper's proposed model starts by identifying the base device, this means
identifying machine to machine communication (M2M) or device to device communication.
These communications would be Z-Wave, 4G, 3G, LTE, Wi-Fi, Ethernet, and Power Line

Communication (PLC). The zone identification, described above, comes after communication

11



identification. The next stage of the model is the triage examination; the investigator should
carefully investigate which data us fragile, structure data, or useful data. In this stage, the
investigator encounters a collection of server clusters such as a router, gateway, Cloud platforms
and Fog platforms. After the above stages, the procedure back to the traditional digital forensic
investigation process which would be chain of custody, lab analysis, result, proof & defence and
archive & storage. The proposed approach can help forensic experts conduct IoT investigations

with a large size-based perspective.
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Figure 2: IoT Based Digital Forensic Model by Perumal et al., 2015

V. R. Kebande and I. Ray in [24] proposed a model based on model ISO/IEC 27043: 2015
that is international standards for information technology, security technologies, case

investigation principles and processes. This model included ISO / IEC 27043: 2015 to ensure the

12



acceptability of digital evidence in court and included Digital Forensic Readiness (DFR) for IoT
in preparation for potential security incidents in loT environments. DFR consists of activities such
as defining IoT scenarios, identifying IoT evidence sources, planning for incident detection, PDE
collection, digital preservation, and potential evidence retention. The next step is the IoT Forensic
procedure, which is divided into Cloud Forensic, Network Forensic, and Device Level Forensic.
Reactive process procedures include initialization, collection processes, and investigation phases
as the basis for digital forensic processes. And the entire process is concurrent with processes such
as documentation, flow, and chain of custody to increase legal acceptability. In addition, this paper
shows that it is more efficient by comparing with the existing models. This model is a holistic
approach to IoT Digital Forensic and has the ability to integrate with other investigative processes,
helping to complete the IoT Digital forensic in the future. However, it is not known whether it is

practical because it has not been tested.

Proactive Process

1
loT Scenario Definition

loT evidence source identification

Phnning Incident Detection
yidence Collection

Potential Digital F

Digital Preservation

1
o B

Swrage of Potential Evidence

I

- loT Forensics

Device level

3 Reactive Process

Figure 3: DFIF-IoT Framework by V. R. Kebande and I. Ray
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CHAPTER 3. 10T DATA ACQUISITION PROCEDURE

This chapter presents the IoT acquisition procedure based on a research perspective. This
chapter presents the IoT acquisition procedure based on a research perspective. This includes

experience analyzing IoT devices for digital forensic tools.

3.1 Cloud acquisition

It is the process of acquiring aggregated user data, and specific setup and configuration data
from the cloud if the IoT device uses the cloud as its backend. In fact, in the IoT ecosystem
forensic investigation, the cloud should be prioritized as the major potential source of IoT
evidential data. The data on the cloud might be preprocessed and available for user’s consumption
or in some structured format (JSON or XML format) for other services. Depending on the
challenges faced due to the specific cloud setup, data acquisition can be performed either through
automated tools or manually by browsing using web brothers. As a result, the specific data
acquisition procedure depends on the challenges to be faced during the acquisition process.
However, it is possible to put some generic best practices to be followed during the cloud data

acquisition process.
General Procedures:

(D Identify the cloud used as a backend for the IoT device to be investigated

@ Get access to the cloud - ask the owners or the users to collaborate in accessing the
cloud data or get accounts and credentials used to access the cloud. Since, almost
all IoT backend clouds require account registration with user credentials (username
and password), identifying the authentication methods and accounts used for the

cloud is the critical step to acquired data from the cloud. Therefore, asking the

14



owners or administrative level users of the IoT device for the account and
credentials used should be a priority in the process.

If the owners or users do not collaborate, that does not reveal the accounts and
credentials, ask other family members including other potential users of the IoT
within the crime scene scope/third persons such as relatives since some IoT devices
can be shared for more than one person.

If access to the cloud through the user’s collaboration is not successful, ask the
cloud providers to collaborate to access user data using official judges
letters/orders.

If all the above methods are not successful, look for unsecured APIs that does not
need authentication to access user data. Some loT devices may have security
problems which may enable investigators to access user data.

If all the above methods do not reveal the accounts and credentials, forensically
investigate the client smartphone applications such as companion apps used to
monitor the IoT device through the cloud:

a. Look for username and password from the client apps file structure (shared
preference files, SQLite dbs, caches). If usernames and passwords are ever
available in the above files, mostly they might be encrypted. Therefore, in
most cases decryption tools are also required for this process.

b. Ifthere are no saved username and password, look for the cookies and tokens
from the client apps. These cookies and tokens can be used to authenticate to
the cloud and obtain user data from the cloud using APIs (official or
unofficial).

b-1. Using official APIs provided by the product/device developer or cloud

service providers

15



b-2. If the official APIs do not provide enough data or not successful at all,

use unofficial APIs (APIs that are hidden but revealed by researchers)

Start

Y

Obtain
Cloud Data

A 4

Use Subpoena /
Search Warrant/
Court Order to get
cloud data

!

Yes No

w » Look for credential

Get from
user/suspect/relatives
[third person

Save

Obtain cloud data using
manual, official/unofficial
APls, or available tools

Store

A

Possible?

Get token, cookies, or
user name/password
from companion
applications such as
smartphone apps

Availabl
er?

A Obtain cloud data using

Start < manual, official/unofficial
APls, or available tools

Figure 4: General methods for cloud acquisition

If the cloud forensics is not enough or do not reveal user data, obtain cache data or credentials

from client applications such as smartphone and browsers used to access the cloud.
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3.2 Client acquisition

Client apps are used by users to directly monitor, set up, and control [oT services. The

client app has a browser app that uses the browser in PC or mobile, and the smartphone app that

is built as a software program to directly controlled by a smartphone.

@

Browsers and cache

In the IoT ecosystem, browsers are the other means to access the backend cloud
used to aggregate and process [oT data. As such, when accessed to view or make
changes to the loTs configuration, browsers fetch and save some data on the local
machine to facilitate local processing. This saved data can be extracted using
forensic tools and procedures such as, browsers history examiner forensics
tools[25]. The procedure for this browser depends on the available tool to perform
the acquisition. Therefore, investigators need to decide the forensics procedures
and tools to be used based on the browsers to be investigated including the

machine the browser is running.

Smartphone apps forensics
smartphone forensics can be used to collect user data, APIs, credentials, cookies

from the:

a. IoT device configuring and monitoring app

b. IoT device related apps (integrated services apps) forensics
The smartphone forensics depends on the type of device and the available tools
to be used to extract data. However, following already existing and matured
smartphone forensics investigation procedures such as Guidelines on Mobile

Device Forensics developed by NIST (NIST Special Publication 800-101
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Revision 1) is helpful to perform apps forensic analysis [26].

] Credentials ( Cloud Data
—»‘ Smart phone app i

) L Acquisition

Client
Acquisition

] Data / Evidence
Browsers and app J " Storage

Figure 5: General methods for client acquisition

3.3 Network acquisition

Network analysis helps to capture raw data before it is structured and modified by the
receiving ends to be further processed accordingly. Moreover, it helps investigators to identify the
available devices and where they are communicating. Using the network analysis tools like
Wireshark, Burp Suite and other procedures to intercept the traffic between the communicating
objects, investigators can perform network forensics investigations. Similarly, IoT network
communication forensics analysis can be achieved using different tools and procedures depending

on the location of the intended interception and the required output.

(D  Web browsers network monitoring tool
This can be done using developer tools (DevTools) integrated into the browsers.
This method is mostly used to identify the APIs and their structures for further

data extraction from the cloud in manual or automated ways.

@  Man-in-the-Middle attack tools
Man-in-the-middle attack tools can be used to intercept traffic between the

communicating parties. This method can reveal important user data such as
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credentials, live user commands and so on. The interception can be achieved at

different locations based on the available tools, operation of the IoT and the

required data.

a.

IoT monitoring applications (Smartphone apps or browsers) and Cloud
This process is intercepting the communication between cloud storage
and the client applications used to access the [oT device and user data.
This may reveal unencrypted user data and credentials, device settings
and configurations, the communication protocol, the encryption
technology (if used), and the APIs. In this scenario, interception tools
such as Wireshark and Burp Suite can be used to intercept the traffic.
IoT Device/Hub and Cloud - intercepting the traffic between the loT
device and the cloud may reveal unencrypted data traversing from the
device to the cloud or from the cloud to the device or in both directions.
Information such as device IDs, credentials, and user data, used protocol,
and sensor signals with time stamps could be revealed by intercepting
the communication between the IoT device/Hub and the cloud. It may
also show, the communication protocol, using encryption and the
authentication methods

Sensors and Device/Hub - intercepting the traffic between the sensors
and device/hub may reveal both encrypted and unencrypted data - sensor
IDs, credentials, and user data. Intercepting the traffic between
device/hub and sensors depends on the RF communication type used
between them. That means it may be Bluetooth, Z wave or Zigbee traffic.

Other types of protocols, such as Bluetooth, Z wave or Zigbee, require a
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dedicated interface module and can work with tools such as Wireshark.
Because each protocol has a different data structure, it is necessary to

analyze each protocol

Browsers + Cloud

- 4 Cloud Data
- N Acquisition
Apps < Cloud

k.

Network
Acquisition

Device/Hub < Cloud -

Storage

A

' ™

Sensors + Hub/Device

Figure 6: General methods for network acquisition

3.4 Device acquisition

Device level forensics includes the hardware forensics of the IoT/Hub device and its
associated sensors. The device level forensics may reveal data [temporarily] saved or live data
in memory, logs, device settings and unsynchronized data with the cloud or other connected
devices. Since the device level forensics may include destructing the device and its operation, it
should be considered as the least option if the other potential sources do not reveal the required

data.

In order to extract data from IoTs using the hardware forensics options, there are challenges
to be addressed and precautions need to be taken depending on the specific forensic procedures

selected. In IoT device level forensics, the following challenges should be noted:

® Challenges to acquiring the data from these sensors and devices - the data changes
dynamically even while investigators perform acquisitions, the limited size of

memory, the heterogeneous form of the data, the time format and so on.
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® Challenges to seizure and data acquisition process - due to the size of the object (e.g
refrigerator) or the sensor (might be delicate), and operational principle (if

disconnected may lose data)

® C(hallenges due to the application of the sensor/IoT device - the device might be used

for critical application or service such as health monitoring

® Challenges in case of rooting and imaging - updates and fixes to the devices may be
the main challenges to this method. This method is the less destructive option to
perform hardware forensics on loT devices. It requires to replace the operating system

with a customized OS that can be rooted and controlled.

Data Acquisition on the device is likely to damage the device. Many IoT companies design or
logically block devices so that there is no external interface for security. Therefore, you may need
to disassemble the device for analysis. Since the device may not recover after disassembly, it
should be checked from the way it is not damaged. Devices The procedure below has been

presented in order not to damage the device.

@  Using device-level APIs
Device level APIs may reveal locally saved data such as device logs, user data,
configuration settings and so on. For instance, in Google OnHub, device-level
APIs are available for developers to develop apps that interact with the device.
The available APIs return JSON formatted data; and the device logs can be
dumbed and analyzed. Available device level API identifiers are identified in the

device vendor resources or in the open source information.

@  Rooting and Imaging

Acquiring memory dump using imaging tools, Linux commands or booting
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image over a provided interface such as USB. However, most recent [oT devices
do not provide direct interfaces to access the device’s memory, other acquiring
methods should be considered. First, investigate whether the device can be in
rooting, developer mode, or recovery mode. It examines whether the external
appearance of the device has an interface that can interact with a device such as
a USB. if the [oT device is switched to another mode, such as Routing, Developer
Mode, or Recovery Mode, and interacts with the interface of the device's exterior,
we can access the data of IoT device. In the case of the thermostat NEST, the user
can control the device for other purposes via the developer mode change and the

USB connection [27], [28].

Destructive methods

These methods are considered destructive because they need the disassembly of
the device or removal of flash memory. These methods should be the last options
because it is possible the board or other modules of the device could be damaged

during the removal or the disassembly process.

1. JTAG - is a common hardware interface that provides the computer with a
way to communicate directly with the chips on a board. It involves
acquiring firmware data using standard Test Access Ports (TAPs). The data
is transferred in a raw format. In the JTAG process, detailed training and
expertise are required to identify and connect to the ports, creating

customized boot loaders and recreating file systems.

2. Serial Port - is Universal Asynchronous Receiver/Transmitter, used for
serial communications over a computer or peripheral device serial port

such as UART, USB, I2P. Accessing the firmware via serial port and
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extracting the data requires specialized interfaces and it is also an invasive
technique which can reset the devices to factory settings resulting in loss
of data. For example, Amazon Alexa has a JTAG suspect port on the board
and a UART port at the bottom of the device, and some teams succeeded
in extracting data through a UART port connection. Korean speaker SK
NUGU has a USB port at the bottom and data can be extracted through the
USB port. When disassembling other IoT devices, there may be a port
inside the board or device. Depending on the number or markings of the
PIN or PORT, we can predict which method will be used. However, recent
devices often erase the markers or logically disconnect external physical

ports[22].

3. Chip-off - refer to the acquisition of data directly from the device’s flash
memory. This extraction requires the physical removal of flash memory.
Before doing the chip-Off extractions, investigators should consider the
challenges they face such the device’s variety of chip types, the raw data
formats after extraction, and the risk of causing physical damage to the
chip during the extraction process. For more information on chip-offs, refer
to the “SWGDE Best Practices for Chip-Off” published by the Scientific

Working Group on Digital Evidence (SWGDE) in 2016 [29].

The Destructive methods are already commonly used for forensics in mobile and
embedded devices. Debug interfaces such as JTAG and UART are left for test
and development prototypes after production. However, if it is exposed to an loT
device, the risk increases. in recent years it has become a patch to prevent

physical access and can be difficult to access [23][27][30]. Although chip-off
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may be more accurate to verify the data in memory, the result what we analyzed

some [oT devices is that there are no data in some chip. Therefore, it is

recommended to use this method as the last option.

A4

Device level APIs

Credentials >( Cloud Data

Device W [
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Figure 7: General methods for device acquisition
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3.5 IoT data acquisition process

The exact location of IoT device data cannot be known unless preceded by prior research.
Through the last several studies, we expect most of the data useful for the investigation to be in
the cloud server. IoT device users use the client app on their PC and smartphone to control or
monitor the services provided. And most of the user's data provided to the client app comes from
the cloud. So, we expect the user's data to be stored in the cloud. However, cache or temporary
data may remain or be stored on the user's smartphone or device. The data evidence required to
resolve a criminal investigation varies from case to case. Therefore, if the type and location of the

data are not known, investigators should consider the possibility of every side.

The IoT Data Acquisition process based on the proposed procedure is as Figure 8. If the data
to be used as evidence is identified on each side of the Client and Device, the investigator can
immediately acquire data from that side and move on to the analysis phase. If data is identified in
the cloud, data from other networks, client, and device side is needed to obtain the credentials.
Also, if an API is identified as an existing study, the API can be used, but if not, it can be an API
on the network side. If the data in the cloud is identified, the investigator can use the credentials
and API to access the cloud data. The credentials can be obtained from the Client or Device side,

and the API can be obtained from a prior study or Network.

Cloud Data
Acquisition
Yy

Client <l

Acquisition

p——

Network
Acquisition

P——

Device
Acquisition
~ 00000
Figure 8: IoT Data Acquisition General Process

Data/Evidence
Storage
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The [oT Data Acquisition Entire Architecture based on the proposed procedure is as Figure 9.
As 1-2-3 ZONE model type by Oriwoh et al. in [7], it is divided according to network distance

and includes methods which can be used on each side.
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Figure 9: loT Data Acquisition Entire Architecture
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CHAPTER 4. CASE STUDIES

This chapter applies the actual IoT device according to the proposed IoT data acquisition
procedure to test how much data can be obtained from the IoT device and whether the data is
acquired. The actual IoT devices used in the tests are SK nugu, Naver Clova, Kakao mini, Giga
genie, google home mini, which is an artificial intelligent speaker (Al speaker). Al speakers are
expected to be owned by 40% of all households in Korea in 2019 and are connected to other IoT
devices and have the ability to control the entire smart home by voice. In other words, there is a
lot of direct involvement of users among IoT devices.[31]. We have set up a basic scenario before
this case study. The reason for this is that the procedures are different depending on the situation.
For example, if an investigator requests user data from a cloud provider and the cloud provider
provides the data, the investigator does not need to look up APIs or credential information. Based
on the basic scenario below, Cloud3 and Cloud4 will not be performed. Al speaker, smartphone

and PC related to IoT ecosystem are confiscated.

The basic scenarios for following the IoT data acquisition procedure are as follows.

® The investigator identifies the IoT device found at the crime scene and performs the loT

data acquisition procedure.

® JoT device user has requested account (ID, PW), the user stated that the account
information can not be memorized but it is logged in. And the user allowed to use all of

the devices for investigation

® [OT device data was requested from the cloud provider, but the cloud provider rejected

it for privacy reasons.

® The investigator has issued a warrant for the investigation and confiscated the [oT device,

mobile, and PC.
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The following are the tools and devices used in case studies.
® Extraction Tool — DD, MD-NEXT?
® Analysis Tool - MD-RED?

® Network Tool — Wireshark*

SandroProxy®
® Smartphone - Galaxy Note 4(Android 6.0.1, 32GB)

® Al Speaker - Table 1

Table 1: Information of Al speaker used

NAME Date of Manufacture Model
SK Nugu 13th Jun, 2017 NU100WC
Naver Clova Jan, 2018 NL-S110KR
Kakao mini Jan, 2018 KM-1000
Giga Genie Jun, 2017 KAO CTI11DD-SR
Google Home Mini Dec, 2017 Home Mini

! dd is a command-line utility for Unix and Unix-like operating systems, the primary purpose of which is to convert
and copy files.

2 MD-NEXT is a commercial tool developed by Hancom GMD in Korea. It is a tool to extract evidence data stored
in flash memory by connecting memory and main board for smartphone, tablet, etc.

3 MD-RED is a commercial tool developed by Hancom GMD in Korea. It is a tool that analyzes extracted data
images and restores deleted data.

4 Wireshark is a free and open-source network packet analyzer.

5 Sandroproxy is a mobile app tool for Man-in-the-Middle. it can capture, intercept, analyze, modify, replay http
requests, web sockets
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41 SKNUGU

SK Nugu is an Artificial Intelligence secretary developed by SK Telecom, Korea's
major telecom company. and It is the first Al speaker that was launched in Korea in
September 2016. And It provides services such as music/audio, phone, search,
shopping/order, kids, finance, loT device control, alarm, schedule, mood light, etc. In order
to use SK Nugu, initial settings are required, and initial settings can only be made in
conjunction with a smartphone. And since these services are provided in partnership with
other vendors, sign in and login are required for each service in order to use other services.
Once logged in, if the user does not intentionally log out, the application will continue to log

in. SK Nugu account is linked with SKTelecom account.

4.1.1 SK Nugu Setting

In order to perform a case study, the actual loT device must have data. We initialized it with

the following account and generated the data with some voice commands.

Table 2: Setting value of SK Nugu

Type Value
User ID Subonggun
Wifi name neoidm6

-Hi (28)

- Please turn on Lee-hi song(0|S}0| =2f E0{H)

- Who is the starter of Doosan Bears? (F4f H|O{A MEELTL =5105)
- Stop the music (‘=2f 12H

Voice command N
- Tell me the story of a movie parasite(E2} 7| ¥E EHe| 2e{F)

History
- Stop (2 Zh)

- How is the weather today? (25 M O{I?)

- Where is the location here? (17| 2| X|7} O{C|Of?)

- How long does it take to chooncheon station? (=8 H7tX| HOtL} Z2{?)
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4.1.2 Following IoT data acquisition procedure

4.1.2.1 Cloud acquisition

@ Identify the cloud used as a backend

SKT mentioned, ‘“nugu is not just a speaker, it includes a proprietary Al engine

and a cloud server that can handle it” [32]. The presence of a cloud for the SK

Nugu service is identified

@ Get access to the cloud

The user can access to the cloud data with speakers or mobile apps. If the user

does not intentionally log out, the account is still logged in.

(® Ask a potential user (a third party, such as a relative) of the ToT device the

credentials

Cloud 3 is excluded because of the basic scenarios for the case study.

@ Request data from a cloud provider

Cloud 4 is excluded because of the basic scenarios for the case study.

(& Look for unsecured APIs that does not need authentication to access user data

There are no known unsecured APIs that does not need authentication to access

user data.

® Investigate client apps to get accounts and credentials. And use API to access data

a. Look for username and password from client apps file structure.

An analysis of the client app found a username but no password.

b. Look for Credential information such as cookies and tokens from Client

apps

The client app for SK nugu exists only for mobile. Data acquisition on

the smartphone is performed in Client 2 below. And credential

information found from the client app.
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4.1.2.2 Client and acquisition

@ Browsers and cache

SK nugu don’t have a Browser app

@ Smartphone apps forensics

After rooting the smartphone, we used dd on Linux to image the user data. The
user data of 27.07 GB (27,078,426,624 GB) was extracted from galaxy note 4
(32 GB). And We then analyzed the image file using MD-RED and found the
credential information of the SK NUGU app.

As a result of client app analysis, the credential and configuration information
found: Authentication Token, Device Refresh Token, Key SSID LIST,
USER ID,  Wifi_ip address, Device Unique ID,  wifi_mac address,
Device ID, Bluetooth saved state, Manufactur name, Speaker Volume,

Moodlight bright max, Moodlight bright min, Etc.

oG el ke = ooy
=string name="speaker_omn_ crf'f state"=on=/string=

=string name="speaker_volume"=3=/string=

<string name="wifi_mac_; address =04:32:F4:44:AB: A3<,-"5tr1ng:=-
=boolean value="true” name="response_ failure bee
=string name="DEVICE_ID"=ALDEQUSRVePQO2F37C83</string=
=string name="moodlight_brightness"=3=/string=

=boolean value="false” name="KEY_FIRST_AUTH"/=

=boolean value="true"” name="use_internal_wakeup_word"/>
<string name="moodlight_brightness_max">3<=/string=>

=string name="moodlight_brightness_min">1-=</string=

=string name="bluetooth_saved_state™=off=/string=

<string name="sleep_on_off_state">off</string>

=boolean value="false” name="NMUGU_CONNECTION_MODE_STARTED /=

=boolean value="true" name="use_send_wakeup_wurd"r'}

=string name="firmware_wversion"=6120210</string=

=boolean value="true" name= dm tlmenul heep yes_no"/ =

=boolean value=" =

=string name= ALU'I'HEH'I_ICA'I'[DN  TOKEN"=95C1C6459C90417AB5416441B9D83B657
=string name="DEVICE_UNIQUE_ID"=NUGU_44ABA3=/string=

<string nar'ne="netwurk_lan_5l:ate":=off<,-"string::-

=boolean value="true"” name="boot_complete_beep_vyes no"/=

=<string name= speaker vulume Ievel"}3<:.."5tnng:=~
=boolean value=" A =
=string name=
<string name= mn-odllght_on_dff_state":=-uﬂ<:p"str|ng:>

=string name="factory_reset"=off</string=

=boolean value="false"” name="APP_UPDATE_STARTED /=

=string name="USER_TYPE"=authorized</string=

=string name="network_internet_state™ = off </string=

=string name="device_model_name"=NU100-</string=>

=string name="manufactur_name">telechips=/string=

=boolean value="false” name="use_wakeup_filter”™/=

=string

name=" EVICE_REFRESH_TCIKEN">aa-1363f35e2c330923d5402f6305051fec2115|
=string name="moodlight_color =WHITE=/snng=

=boolean value="true"” name="response_success beep_vyes no"/>

=string name="wifi_ip_address"=192.168.137.29 </string=

==tring
nar‘ne="l(E'|’_SSID_L'[ST"::-FETFCAEWBGFQZBEDEBZGOQ396CD213AEIBE9C?5FE?E

=string name= sysl:em build_incremental”>=eng.lucifer.20190529.093109 =/string =

{strlng name= “app_ versmn name"=2.3.40=/string=

Figure 10: Credential information from the SK nugu client app(smartphone)
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4.1.2.3 Network acquisition

@D Web browsers network monitoring tool

SK nugu don’t have a browser app

@ Man-in-the-Middle attack tools

A. IoT monitoring applications (Smartphone apps or browsers) and Cloud

In this case study, we did a man-in-the-middle attack using Sandroproxy,

which intercepts the traffic at the root level of the smartphone app.

a. For intercepting the traffic using Wireshark

We connected the network of the smartphone to the PC, connected the

PC and the Internet, and captured packets between the client app and

the cloud using Wireshark. (Client app — PC — Cloud)

b. For intercepting the traffic using Man-in-the-Middle tool:

Installing the Sandproxy app on a rooted smartphone and running the
SK nugu app can make the Sandroproxy app intercepts the credential
information required for client apps to communicate with the cloud and
the APIs used to request cloud data. We obtained credential information

through this man-in-the-middle attack: Auth-Token, User-1d, Target-

Device, T-ID, Phone-Model, etc. And we also found device status.

PUT https://api.sktnugu.com//v1/auth/devices/
34
nuguApp 200

Content-Type:application/json; charset=utf-8
Auth-Token:1223E485D8534E628455B1AC73AFF4FA

User-Id:ALDFO86SKDZTAAG61CAZE
Os-Type-Code:MBL_AND

Os-Version:6.0.1

App-Version:2.5.0
Target-Device-ld:ALDEQUSRV6PQ02F37C83
Target-Device-Type-Code:DVC_SPK
T-ID:subonggun
Application-Type:NUGU_APP
Phone-Model-Name:SM-N910S

F igure 11: Credential Information from SK nugu cloud using Sandroproxy
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/storage/emulated/0/Android/data/org.sandroproxy/
cache/content/31-response-content.json
{"device":{"bluetoothOnOff":"off","micOnNnOff":"on
""moodLightOnOff":"off","alarmVolumelLevel":
3,'volumelLevel":3,"volumeButtonValue":null,"battery
Amount”:-1,"minVolumelLevel":0,"maxVolumelLevel":
20,)"alarmMinVolumeLevel":0,"alarmMaxVolumelLevel":
20}, "' music":{"cpType":"CP_MLN","cplmageUr|":"https://
cdn.sktnugu.com/aladdin/pmt/20180910/20718091011
1415_343f51d0-382b-4b7d-9c31-39687d07e065.pna",'p
laySonald":"31841027","playSongSubld":null,[title":"5
T 8l (NO ONE) (Feat. B.l of iKON)""artists":
[{("artistld":"646171" artistName":"O| S}
0["}]"imageUr!":"https://cdnimg.melon.co.kr/cm/
album/images/102/92/330/10292330_500.jpg?
53f049eb8d990e31f1d17e366c2b2755/melon/resize/
200/quality/80/optimize","status":"STOP"}}

Figure 12: Data from the cloud using Man-in-the-Middle attacks

B. IoT Device/Hub and Cloud - intercepting the traffic between the IoT device:

We connected the network of IoT devices to the PC, connected the PC and the
Internet, and captured packets between the IoT device and the cloud using

Wireshark. (Al speaker — PC — Cloud)

captured (1712 bits) on interface 0
Dst: IPvdmcast 77:ff:fa (91:00:5e:7r:ff:fa)
55.250

Src: 10.42.0.1, Ds
Datagram Protocol, Src Port: 42458, Dst Port: 1000
le Service Discovery Protocol

Figure 13: Traffic between SK nugu device and cloud

4.1.2.4 Device acquisition

@ Device Level APIs

There is no known device level APIL.

@ Rooting and Imaging

There are no ports available for visual inspection.
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(3 Destructive methods

Serial port

Debug pads were found after removing the rubber pads at the bottom of SK
nugu. And On the debug pad, a marking called OTG® was identified. After
connecting the USB cable to OTG by soldering and connecting it to the PC, The
PC device recognized the device named "Google Android Nexus". We used dd
to image the user data partition. User data of 6.94 GB (6,936,296,448 bytes)
was acquired from the sk nugu device and the time taken was 27 min 81 sec

(4,157,135 bytes/sec).

Figure 14: Debug pads found at the bottom of SK nugu

latform/bdm/by-name/userdata | busybox nc -1 -p 8888

13547454+0 records in

1354745440 records out

6936296448 bytes transferred in 1668.528 secs (4157135 bytes/sec)

Figure 15: User data imaged from SK Nugu device via serial port

6 OTG - USB On-The-Go, often abbreviated to USB OTG or just OTG, is a specification that a device can perform
both master and slave roles.
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Chip-off

After disassembling the entire device, the found NAND Flash memory was
chip-off, and the entire memory was imaged using the chip reader and MD-
NEXT The chip-off was done by Hancom GMD’. A total of 8.67 GB
(8,672,738,304 bytes) was extracted from the chip-off and took 11min 26 sec
(12,595,212 bytes / sec).

Figure 16: SK nugu Data extracted from chip-off

4.1.3 Case study result of SK Nugu

The results of SK Nugu's data acquisition following the IoT data acquisition
procedure are shown in Table 3 below. The cloud side was able to get the device state
and some command history with the credentials obtained from the client app and the API
obtained from the network acquisition. On the network side, we can get the APIs and
credential information by man-in-the-middle attack using Sandroproxy, and we can
capture network traffic between the client app and cloud, network traffic between device
and cloud using Wireshark. Network traffic was encrypted using protocol TLSv1, and

network traffic continued to occur even when there was no command on the IoT device.

7 Hancom GMD is located in Korea, researching mobile and digital forensics and developing forensic solutions.
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The client side was able to acquire 27.07 GB of user data on the smartphone. and we
found credential information from the client app in the user data. The acquired credential
information from client app included a refresh token, which can be used to create a new
authentication token. For example, if an investigator has acquired an expired
authentication token, a new authentication token can be created with a refresh token and
used for credentials. The device side was able to acquire 6.94GB of user data from the
serial port found at the bottom of the device and 8.67GB from the memory chip. In
addition, data obtained from the device side included the credential information for

communicating with the cloud.

Measuring the amount of data was only possible with data from the device, and the
amount of data on the cloud or the network side could not represent a specific value
because it depends on the API or depends on the network traffic capture time. If SK
Nugu's APIs can be obtained in advance by conducting previous research on SK Nugu,
the investigator can acquire cloud data using the APIs immediately after obtaining the
credential information without Network acquisition. In addition, because the credential
information was also found on the device, if the data cannot be acquired from the client

side, the credential information can be acquired from the device.

Table 3: Result of SK Nugu

Acquisition Source Size of Data
Cloud APIs Device status', some
command history
Man-in-the-Middle AI,)IS’ Cred.entlal
Network information.
Packet analysis tool Pcap
27.07GB
Client Smart phone Device configuration,
Credential information
Device Serial port 6.94GB
Chip-off 8.67GB
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4.2 NAVER CLOVA

Naver Clover is an artificial intelligence awareness service that uses deep learning
techniques similar to most other artificial secretarial services. Naver is the most used search
engine service in Korea[33]. Clover provides various services such as search, weather, music
recommendation and playback, translation, IoT control and free talking using Naver
searching engine. In order to use Naver Clova, initial settings are required, and initial settings
can only be made in conjunction with a smartphone. And since these services are provided
in partnership with other vendors, sign in and login are required for each service in order to
use other services. Once logged in, if the user does not intentionally log out, the application
will continue to log in. Naver Clova's account is linked with Naver account, and if there is a

Naver app on the user’s smartphone, it will be automatically linked.

4.2.1 Naver Clova Setting

In order to perform a case study, the actual [oT device must have data. We initialized it

with the following account and generated the data with some voice commands.

Table 4: The setting value of Naver Clova

Type Value
User ID dog1860
Wifi name neoidm6

- How is the weather toady? (25 '2M 0fl?)
- Let me know the weather today(25 =M 2{F)
- Hi(2tg)
- turn on a song(‘c2f StLt SEF)
Voice command | _wphars afer the Masters? (MAF CFZO 20F?)
History - Find a good restaurant in Chuncheon (=& 3tE %t0hF|)
- Smoking is bad? (50| =01 Lftt?)
- Tell me the story of a movie parasite (83t 7|45 £72| L&{F)

- Where is the location here?(01 7| 2|X|7} O{C|OF?)

- How long does it take to get to Chuncheon Station?(Z=& 7tX| YotLt Z2{?)
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4.2.2 Following IoT data acquisition procedure

4.2.2.1 Cloud acquisition

@ Identify the cloud used as a backend

Naver Clover is a cloud-based Al service platform. And it can connect to other

IoT products using the cloud.

@ Get access to the cloud

The user can access to the cloud with speakers or mobile apps. If the user does

not intentionally log out, the account is still logged in.

(® Ask a potential user (a third party, such as a relative) of the IoT device the

credentials

Cloud 3 is excluded because of the basic scenarios for the case study.

@ Request data from a cloud provider

Cloud 4 is excluded because of the basic scenarios for the case study.

(® Look for unsecured APIs that does not need authentication to access user data

Official APIs are provided to users to develop with Naver-services, but in order
to use them, the user must subscribe to the service on the developer page and

receive a token for the official API

® Investigate client apps to get accounts and credentials. And use API to access data

The client app for Naver Clova exists only for mobile. Data acquisition on the

smartphone is performed in Client 2 below.

a. Look for username and password from client apps file structure.

An analysis of the client app found a username but no password.

b. Look for Credential information such as cookies and tokens from Client

apps

The client app for Naver Clova exists only for mobile. Data acquisition

on the smartphone is performed in Client 2 below. And credential

information found from the client app.
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4.2.2.2 Client acquisition

(@O Browsers and cache

Naver Cloud don’t have a Browser app

@ Smartphone apps forensics

After rooting the smartphone, we used dd on Linux to image the user data. The
user data of 27.07 GB (27,078,426,624 GB) was extracted from galaxy note 4
(32 GB). And We then analyzed the image file using MD-RED and found the
credential information of the Naver Clova app.

The credential information found: RefreshToken, AccessToken

1 af] 4 Ot 28t /data‘com.navernozzle/shared_prefs/CLOVATOKEN xml
<
At r =
Slack | | Text | Aa | zamof HMAE o] x| sau DB Plist 2x
74 AH
UTF-8 vl | arial vl 12 vl D=4 FEz
00 01 02 03 04 05 © —
o _ =<7xml version="1.0" encoding="utf-8' standalone="yes’ 7=
= = J =map>
e fné hi =string name="refreshTokenV2"=Jeo7IzZWTiNy+MECUoXzxcN4cZ/
f g: - | tp ToPB3qJSbHYIVEReLv2DEEMDFvCO2J5KNCCADALIZGxgLPg
= o - oouzFmica7 IwLMSulDeKRNXHPH1Nng=
< < = =Isinng=
22 e . =siing name="expiredAl"=1572336734043</slring>
i — .;: 63 a =string name= essTokenV2"=Ecdmihllg+6+6Apjswk9gFpC+deASUqg
s P ca & +AXkLagDz17G3RikyRDgOTme7Wiudy8QgD39U3EMKANCA
‘,;2 g“’ o c NigpvPyvKLZmhf3DV3ylEXYCcBFYTVhE=
e . g =/string=
E? 6: 'z‘ E =string name="expiresin"=12960000=/string=
P B — =string name="tokenType"=Bearer</string=

=/map=

(S

F iguré 17: Credential information(token) from the Naver Clova client app

4.2.2.3 Network acquisition

@ Web browsers network monitoring tool

The Naver Clova don’t have a browser app

(@ Man-in-the-Middle attack tools

A. 10T monitoring applications (Smartphone apps or browsers) and Cloud

a.  For intercepting the traffic using Wireshark

We connected the network of smartphone to the PC, connected
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the PC and the Internet, and captured packets between the client
app and the cloud using Wireshark. (Client app — PC — Cloud)

b.  For intercepting the traffic using Man-in-the-Middle tool

Installing the Sandproxy app on a rooted smartphone and
running the Naver Clova app can make the Sandroproxy app
intercepts the credential information required for client apps to
communicate with the cloud and the APIs used to request cloud
data. We obtained credential information through this man-in-
the-middle attack: Bearer token, Device-1d, Client Model, APIs
etc. And several APIs have been discovered that return device
activity information values and the user command history

(Figure 18).

bec/7eZe3’Z2e?2a2”, ' requestlid™:"9a19226f-
c29d-4de8- 9a58 6274d78be6e3" "time": "2019 06-01T1
Query cllentName FRH:ND‘?-
rdeviceName g query H 7 RIXIZL
O'IEIOF","dornaln i i ‘'namespac
e"-"Clova",'name’
dcad-492d-95f0-db5035e27509","dialogRequestid":"4f
S8fc8ab-91 4f—4843—88d6—ebde4742f057"}"payload
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A = SHEICHER! 1 OFE-' CHSa "}, {"type" "string","value":
{"type":"string”,"value”:""}],"imageUrl":
{"type": urI","vaIue":"https://simg.pstatic.net/
static.map/image?version=1.1\u0026crs=EPSG:
A4326\u0026level=12\u0026format=png
\uOO026baselayer=default\uO026caller=naver_clovaapp
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ON\Nu0026h=360\ul0026markers=127.7381363,37.885994
O"}, " linkUrl":{"type":"url","value":"https://m.map.naver.com,
search2/search.nhn?sm=hty\u0026query=2t8l&= &3
crAHOHs = 1 =l CH=! 'referenceText":
TsSTFINg T vaiue " HioTeT A E I, referenceUrl™:
"url”'value":"https://m.map.naver.com/search2/
search.nhn?sm=hty\uO026query=Zrel&e =X A| 1= SHE
H°F7' 1 St CHGFE#/map} title":{"type":"string","value":"&
"subType":"Type2" type":"CardList"}}1}},
213cal5-3dbb- 4920—9541 -6b2e38c62366" "requ
estld":"8c4357b3-0c58-4333-95cf-26abfé2b8ec1 ", "time":"
019-06-01T17:42:48+09:00","type":"Query", "cIlentNarne
RIFNnﬁ"r"dpvinpi\lamp":"SALLY","h toryQuery":{"query":
S 7|IME EAH2 2 =, "domai Movie","directives":
[{"header”‘{"namespace" "Clov name” "RenderHi

Flgure 18: Data ofaver Clova cloud usmg Man-in- the-Mlda’le attacks

B. IoT Device/Hub and Cloud - intercepting the traffic between the loT device

We connected the network of IoT devices to the PC, connected the PC
and the Internet, and captured packets between the [oT device and the
cloud using Wireshark. (Al speaker — PC — Cloud)
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[Calculated window size: 38889]
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Rea: in frane: g6]

F iré 9: Ti faﬁié between Naver Clova device and cloud

4.2.2.4 Device acquisition

@ Using Device Level APIs

There is no known device-level APIs.

@ Rooting and Imaging

There are no ports available for visual inspection.

(3® Destructive methods

Chip-off

(17,602,324 bytes / sec).

After disassembling the entire device, the found NAND Flash memory was
chip-off, and the entire memory was imaged using the chip reader and MD-
NEXT The chip-off was done by Hancom GMD. A total of 4.3 GB
(4,294,967,295 bytes) was extracted from the chip-off and took 4min 4 sec

Figure 20: Naver Clova Data extracted from chip-off

4.2.3 Case study result of Naver Clova

The results of Naver Clova's data acquisition following the IoT data acquisition
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procedure are shown in Table 5 below. The cloud side was able to obtain user command
history data with the API obtained from the network acquisition and the credential
information obtained from the client app. The acquired credential information included
a refresh token, which can be used to create a new authentication token. For example, if
an investigator has acquired an expired authentication token, a new authentication token
can be created with a refresh token and used for credentials. On the network side, we
can get the APIs and credential information by man-in-the-middle attack using
Sandroproxy, and we can capture network traffic between the client app and cloud,
network traffic between device and cloud using Wireshark. Network traffic was
encrypted using protocol TLSv1.2, and network traffic continued to occur even when
there was no command on the [oT device. The client side was able to acquire 27.07 GB
of user data on the smartphone. and we found credential information from the client app
in the user data. The acquired credential information from client app included a refresh
token, which can be used to create a new authentication token. For example, if an
investigator has acquired an expired authentication token, a new authentication token
can be created with a refresh token and used for credentials. And The device side was
able to acquire 4.3GB from the memory chip. In addition, data obtained from the device

side included the credential information for communicating with the cloud.

Measuring the amount of data was only possible with data from the device, and the
amount of data on the cloud or the network side could not represent a specific value
because it depends on the API or depends on the network traffic capture time. If Naver
Clova's APIs can be obtained in advance by conducting previous research on Naver
Clova, the investigator can acquire cloud data using the APIs immediately after obtaining

the credential information without Network acquisition. In addition, because the
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credential information was also found on the device, if the data cannot be acquired from

the client side, the credential information can be acquired from the device.

Table 5: Result of Naver Clova

Acquisition Source Data
Cloud API Command History
Man-in-the-Middle . A.PIS .
Network Credential information.
Packet analysis tool Pcap
27.07GB
Client Smart phone — -
Credential information
Device Chip-off 4.3GB

43



4.3 KAKAO MINI

The Kakao Mini is an artificial intelligence (Al) speaker with an artificial intelligence
platform 'Kakao I'. Kakao offers various services such as searching service, calling a taxi,
Smart Home IoT control, and music service, as well as KakaoTalk, the number one mobile
messenger in Korea. The Kakao mini is linked to controlling various services provided by
Kakao by voice. In order to use Kakao mini, initial settings are required, and initial settings
can only be made in conjunction with a smartphone. And since these services are provided
in partnership with other vendors, sign in and login are required for each service in order to
use other services. Once logged in, if the user does not intentionally log out, the application
will continue to log in. Kakao mini's account is linked with Kakao account, and if there is a
kakao app such as kakao talk, kakao taxi on the user’s smartphone, it will be automatically

linked.

According to Kakao's data policy, Kakao data is not stored in the cloud. And the message,
the taxi call, the memo, the schedule, etc. are sent and stored in the service app such as the
KakaoTalk app or the Kakao taxi app. For example, if user command to make memo or
schedule with a voice command to kakao mini, the note and schedule are left in the user's

chat in KakaoTalk. So, when users check data, they have to go into the app to check.

4.3.1 Kakao Mini Setting

In order to perform a case study, the actual IoT device must have data. We initialized

it with the following account and generated the data with some voice commands

Table 6: The setting value of Kakao mini
Type Value

User ID jangsubong@gmail.com
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Wifi name neoidm6

- How is the weather toady? (2 M 0flf?)
- Let me know the weather today (25 EM Z2{F)
- Hi(2td)
- turn on a song(‘=2f StLt SEHF)
Voice command - What's after the Masters? (A Al CHS 0| F/0F?)
History - Find a good restaurant in Chuncheon (=& & £H0}F)
- Smoking is bad? (5 ¢10| F0i Ltttt?)
- Tell me the story of a movie parasite (3%t 7|45 EH2| LH)
- Where is the location here? (04 7| 2|X|7t O C|OF?)

- How long does it take to get to Chuncheon Station?(ZH S7tX| LoOtLt Z2q?)

4.3.2 Following IoT data acquisition procedure

4.3.2.1 Cloud acquisition

@ Identify the cloud used as a backend

Kakao mini is a cloud-based Al service platform. And it can connect to other
service and IoT products using the cloud. However, Kakao Mini has a data

policy that does not store data in the cloud.

@ Get access to the cloud

The user can access to the cloud with speakers or mobile apps. If the user does

not intentionally log out, the account is still logged in.

(® Ask a potential user (a third party, such as a relative) of the IoT device the

credentials

Cloud 3 is excluded because of the basic scenarios for the case study.

@ Request data from a cloud provider

Cloud 4 is excluded because of the basic scenarios for the case study.

(& Look for unsecured APIs that does not need authentication to access user data

Official APIs are provided to users to develop with kakao-services , but in order

to use them, the user must subscribe to the service on the developer page and
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receive a token for the official API

Investigate client apps to get accounts and credentials. And use API to access data

The client app for kakao mini exists only for mobile. Data acquisition on the
smartphone is performed in Client 2 below. And there is also a browser app for
the Kakao service that allows the user to view the login history, connected
device history, and linked service history for kakao account. But this browser

app has nothing to do with kakao mini device operation.

a. Look for username and password from client apps file structure.

An analysis of the client app found a username but no password.

b. Look for Credential information such as cookies and tokens from Client

apps

The credential and configuration information was found from the client

app

4.3.2.2 Client acquisition

@ Browsers and cache

Kakaomini don’t have a Browser app

@ Smartphone apps forensics

After rooting the smartphone, we used dd on Linux to image the user data. The
user data of 27.07 GB (27,078,426,624 GB) was extracted from galaxy note 4
(32 GB). And We then analyzed the image file using MD-RED and found the
credential information and personal information of the kakao mini app (see
figure 21).

Credential information: Cookies, Refresh Token, Access Token

Personal information: name, phone number, birthday, etc.
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Figure 21: Credential Information of kakao mini from client app(mobile)

4.3.2.3 Network acquisition

@ Web browsers network monitoring tool

There is no web browser app to access the Kakao mini data, but there is a web
page (kakao account manage page) that shows the record of the Kakao account
login, service connection, device connection. We used chrome's devtool to get
the API related to the data requested from the web browser and confirmed that
the cookie was used to request the data. We were able to find the cookie used in
the user data of the Chrome browser on the PC using a browser. When we
requested data using the API and cookie, we confirmed that the data returned as
a JSON value. This browser, which manages a kakao account, keeps data only

for up to 90 days.
Name X Headers Preview Response Cookies Timing

data ont/wortba. . reos ualTeTETTLUUUoTI L | COAUHL IUL TTUL § NGEG. /[4[ T OS[S] p SUMPOIY Ui aney T
- »30: {user id: "480170967", client id: "63119", name: "7IF2H0[", company name: "(F)7t725|
L data:font/woffba. »31: {user:id: "474298526" client:id: "241", name: "07/0jmf", company_nam_e: *$/=0| ol A",
|| data:font/woff,ba. »32: {user id: "453216026", client id: "118471", name: "CokePLAY", company name: "(¥)Z2%
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O datafont/woffba. »34: {user id: "407091089", client id: "90777", name: "®Z", company name: "Kakao Corp.",.
= »35: {user id: "486593885", client id: "19283", name: "Frip", company name: "frientrip",..}
|| datafont/woffiba. »36: {user id: "349361877", client id: "84371", name: "7|7}2HA", company name: "Kakao Corf
|_| data:font/woff;ba. »37: {user id: "313628236", client id: "9267", name: "lboon", company name: "Kakao Corp.",.

datafont/woff.a. »38: {user id: "178760187", client id: "63147", name: "ZHXH"  company name: "BOIAUZE",..
- - »39: {user id: "580479860", client id: "61759", name: "7{F}24Z", company name: "Kakao Comr
| dataapplication. |\ 4. {client id: "94035230517856147", name: "HEEZ", ) )
|| data:application/.. »41: {client id: "93804286877365218",..}

KakaoMobileReg. »42: {user id: "45586152", client id: "24174", name: "71312 T", company name: "Kakao Mobili
— ) »43: {user id: "39768697", client id: "32132", name: "kakaoTV", company name: "Kakao Corp.
-] ico_login_320.png »44: {user:id: *13002042", client:id: "5359", name: "Pikicast", company:nalne: "IF[HAE",.]
| app.listjson »45: {client id: "92643937032982435",..}

Figure 22: Data that can be verified using devtool
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@ Man-in-the-Middle attack tools

A. IoT monitoring applications (Smartphone apps or browsers) and Cloud

In this case study, we did a man-in-the-middle attack using Sandroproxy,
which intercepts the traffic at the root level of the smartphone app.

a. For intercepting the traffic using Wireshark

We connected the network of smartphone to the PC, connected the PC
and the Internet, and captured packets between the client app and the
cloud using Wireshark. (Client app — PC — Cloud)

b. For intercepting the traffic using Man-in-the-Middle tool:

The Kakao mini client app (mobile) is designed to prevent man-in-the-
middle attacks, so the apps have stopped working when the man-in-the-
middle attack tool Burb suit and Sandroproxy are used.

B. IoT Device/Hub and Cloud - intercepting the traffic between the loT device:

We connected the network of IoT devices to the PC, connected the PC and
the Internet, and captured packets between the IoT device and the cloud
using Wireshark. (Al speaker — PC — Cloud)

No. Time Source Destination Protocol Length Info
f 211.231.99.235 424 Application Data
2 0.00552.. 241.231.99.235 10.42.0.96 TLSv1.2 108 Application Data
30.00572.. 211.231.99.235 10.42.0.96 TLSv1.2 108 Application Data
40.00771.. 10.42.0.9 211.231.99.235 TLSv1.2 424 Application Data
50.00843.. 10.42.0.96 211.231.99.235 TLSvL.2 424 Application Data
60.00844.. 10.42.0.9 211.231.99.235 TLSv1.2 424 Application Data
70.00845.. 10.42.0.96 211.231.99.235 TLSv1.2 424 Application Data
8 0.00845.. 10.42.0.96 211.231.99.235 TLSv1.2 424 Application Data
9 0.00846.. 10.42.0.96 211.231.99.235 TLSvL.2 424 Application Data
10 0.00846.. 10.42.0.96 211.231.99.235 TLSvL.2 424 Application Data
11 0.00879.. 10.42.0.96 211.231.99.235 TLSvL.2 424 Application Data
12 0.00915.. 10.42.0.96 211.231.99.235 TLSv.2 424 Application Data
13 0.01324.. 211.231.99.235 10.42.0.96 TLSv.2 108 Application Data
14 0.01344.. 211.231.99.235 10.42.0.96 TLSvL.2 108 Application Data
15 0.04395.. 211.231.99.235 10.42.0.96 TLSv1.2 108 Application Data
16 0.01416.. 211.231.99.235 10.42.0.96 TLSV.2 108 Application Data
17 0.01416.. 211.231.99.235 10.42.0.96 TLSvL.2 150 Application Data, Application Data
18 0.01436.. 211.231.99.235 10.42.6.96 TLSvL.2 150 Application Data, Application Data
19 0.01437.. 211.231.99.235 10.42.0.96 TcP 66 443 ~ 33744 [ACK] Seq=421 Ack=2865 Win=292 Len=0 TSval=2098607023
20 0.01456.. 211.231.99.235 10.42.0.96 TLSv.2 192 Application Data, Application Data, Application Data
21 0.01457.. 211.231.99.235 10.42.0.96 TLSvL.2 108 Application Data
22 0.01474.. 211.231.99.235 10.42.0.96 TLSvL.2 108 Application Data
23 0.01475.. 211.231.99.235 10.42.0.96 TLSv1.2 108 Application Data
24 0.01814.. 10.42.0.9% 211.231.99.235 TP 66 33744 - 443 [ACK] Seq=3581 Ack=85 Win=996 Len=0 TSval=2191830 TSe(
25 0.01841.. 10.42.0.9 211.231.99.235 TP 66 33744 ~ 443 [ACK] Seq=3581 Ack=127 Win=996 Len=0 TSval=2191835 TSt
26 0.02767.. 10 % 211.231.99.235 TCP 66 33744 ~ 443 [ACK] Seq=3581 Ack=673 Win=996 Len=0 TSval=2191835 TSt
27 0.06768.. 10.42.0.96 211.231.99.235 TLSv1.2 424 Application Data
28 0.06807.. 10.42.0.96 211.231.99.235 TLSv1.2 424 Application Data
29 0.06811.. 10.42.0.9 211.231.99.235 TLSv1.2 424 Application Data
30 0.06841.. 10.42.0.9 211.231.99.235 TLSv1.2 424 Application Data
31 0.06994.. 10.42.0.9 211.231.99.235 TLSv1.2 424 Application Data
32 0.06907.. 10.42.0.96 211.231.99.235 TLSv1.2 424 Application Data
33 0.06908.. 10.42.0.96 211.231.99.235 TLSv1.2 424 Application Data

4

» Frame 1: 424 bytes on wire (3392 bits), 424 bytes captured (3392 bits) on interface 0

» Ethernet II, Src: Kakao_03:96:8a (Bc:1c:20:03:96:8a), Dst: IntelCor_da:3c:20 (30:e3:7a:da:3c:20)
» Internet Protocol Version 4, Src: 10.42.0.96, Dst: 211.231.99.235

» Transmission Control Protocol, Src Port: 33744, Dst Port: 443, Seq: 1, Ack: 1, Len: 358

» Secure Sockets Layer

Figure 23: Traffic between kakao mini device and cloud
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4.3.2.4 Device acquisition

@ Using Device Level APIs

There is no known device-level APIs

@ Rooting and Imaging

There is a USB terminal on the outside of Kakao mini. According to the manual,
the USB terminal is only for charging purposes. We connected to a PC or
connected a USB memory containing music, but neither PC nor Kakao Mini

responded.

(® Destructive methods

Serial port

Debug pads can be seen by removing the rubber at the bottom of the instrument.
However, there is no indication of the role of each port on the PCB. The
connection is not possible because the role of each port is unknown. On the other
side of the PCB, there are two ports labelled USB_BOOT. We guessed the two
ports as DATA signal lines and connected them to the computer, but it did not

work. It seems like Amazon Alexa blocked logically external access.

Figure 24: Attempt to connect debug port and serial port of kakao mini
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Chip-off

After disassembling the entire device, the found NAND Flash memory was
chip-off, and the entire memory was imaged using the chip reader and MD-
NEXT. The chip-off was done by Hancom GMD. A total of 3.9 GB
(3,904,897,024 bytes) was extracted from the chip-off and took 4min 34 sec
(14,251,448 bytes / sec).

B test_ChipOff_Partition1.mdf 67.1 MB
B test_ChipOff_Partition2.mdf 790.6 MB
B test_ChipOff_Partition3.mdf
B test_ChipOff_Partitiond.mdf

iff_Partitions.mdf

B test_ChipOff_Partitions.mdf

Figure 25: Kakao mini Data extracted from chip-off

4.3.3 Case study result of Kakao mini

The results of Kakao Mini's data acquisition following the IoT data acquisition
procedure are shown in Table 7 below. According to the data policy of Kakao, the cloud
of Kakao does not store data, so data acquisition by cloud acquisition is impossible. And
through the case study, we did not get data from the cloud. However, we were able to
obtain login history, connected services, and connected devices from a web page that
manages the kakao account. The details are described below on the client side. On the
network side, we can capture network traffic between the client app and cloud, network
traffic between device and cloud using Wireshark. Network traffic was encrypted using
protocol TLSv1.2, and network traffic continued to occur even when there was no
command on the IoT device. However, man-in-the-middle attacks were not possible
because of the security enhancements of smartphone client apps. Client apps installed

on smartphone detect the behavior of the burb suit or Sandroproxy and stop the client
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app. The client side was able to acquire 27.07 GB of user data on the smartphone. And
while Kakao Mini does not provide a browser app, Kakao provides a web page for
account management, and we can access that page through a web browser. The Kakao
Account Management page provides the login history, connected services, and
connected device history for a Kakao account. We found the API used to request data
from this page using the Chrome browser's devtool and found the cookie that was
generated when logging in from the PC. This page has nothing to do with controlling or
setting up the Kakao mini, but we can see which apps are available for the Kakao mini
and which types of mobile phones have been linked to the Kakao mini. On this page,
when a service app that can be used on a Kakao mini is identified, the app must also be
investigated. For example, Kakao mini will load a Kakao taxi app installed on a
smartphone when using a Kakao taxi. Therefore, when the connected service is
confirmed, we have to analyze the service app. On the device side, the USB on the
exterior of the Kakao mini showed no response when connected to a PC or USB memory
for charging, and we tried connecting to the port marked USB BOOT on the PCB board
inside the device, but we could not get any results. and we were able to acquire 3.9GB

from the memory chip off.

Measuring the amount of data was only possible with data from the device, and the
amount of data on the cloud or the network side could not represent a specific value
because it depends on the API or depends on the network traffic capture time. We could
not get the API for Kakao Mini. But if Kakao mini's APIs can be obtained in advance by
conducting previous research on Kakao Mini, the investigator may acquire cloud data
using the APIs using the credential information from the client app. But Data may not

exist in the cloud as the Kakao data policy does. However, we acquired several data. first,
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the data from the Kacao Mini Device contained an audio file in which the Kakao mini
responded to the user's command. That is, the device contains data that can not be
obtained from the cloud, and this data can be potentially important evidence. The second,
kakao account management page allows the user to view the interlocked services and
account used history, so the investigator can investigate the apps that connected with

kakao account

Table 7: Result of Kakao mini

Acquisition Source Data
History of login,
Cloud A;Iarf:;r :f;;ltnt Connected service,
& Connected device
Web networking API for account
Network monitoring tool management
Packet analysis tool Pcap
27.07GB
. Smart phone X X
Client Credential Information
Browser in PC Cookie
Device Chip-off 3.9GB
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4.4 GIGA GENIE

Giga genie is an Al speaker product with set-top box feature launched in January 2017 at
KT(Korea telecom which is one of the major telecommunications company in Korea). Unlike
other Al speakers, most of the settings are available via a remote controller. And it can be
initialized as a smartphone client app. There are a media-only USB port and Micro SD slot,
HDMI, S/ PDIF and LAN on the outside of the device. Giga genie provides services such as
search, finance, weather, memo, schedule, music, IoT device control, etc., and TV can be
controlled by voice. And since these services are provided in partnership with other vendors,
sign in and login are required for each service in order to use other services. Once logged in,
if the user does not intentionally log out, the application will continue to log in. Giga Genie's
account can be used in conjunction with a KT account and can be used in conjunction with

Kakao, Naver, Facebook, and mobile phone authentication.

4.4.1 Giga Genie Setting

In order to perform a case study, the actual IoT device must have data. We initialized it

with the following account and generated the data with some voice commands

Table 8: The setting value of Giga Genie

Type Value
User ID subonggun
Wifi name neoidm6

-Hi (2tg)
-Play Lee Hi song (0|3}0| =2 £0{%)
-Who is the starter of Doosan Bears? (54t HOj& Met E7F £310F)

Voice command | - top musing (=2 22h

. - Tell me the story of a movie parasite (gzt 7|45 Az La{F)

History
- stop (28h

- how is the weather today? (25 M off?)

- Where is the location here? (67| £|X|7} of{C|of?)

- How long does it take to get to Chuncheon Station? (ZH7tX| ot Z2q?)
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4.4.2 Following IoT data acquisition procedure

4.4.2.1 Cloud acquisition

@ Identify the cloud used as a backend

Giga genie is a cloud-based Al speaker.

@ Get access to the cloud

The user can access to the cloud with speakers or mobile apps. If the user does

not intentionally log out, the account is still logged in.

(® Ask a potential user (a third party, such as a relative) of the IoT device the

credentials

Cloud 3 is excluded because of the basic scenarios for the case study.

@ Request data from a cloud provider

Cloud 4 is excluded because of the basic scenarios for the case study.

(® Look for unsecured APIs that does not need authentication to access user data

Official APIs are provided to users to develop with Giga genies services, but in
order to use them, the user must subscribe to the service on the developer page

and receive a token for the official API.

® Investigate client apps to get accounts and credentials. And use API to access data

Credential information was obtained from the client app, but it was not possible

to gain access to the cloud data because the API was not available.

a. Look for username and password from client apps file structure.

An analysis of the client app found a username but no password.

b. Look for Credential information such as cookies and tokens from Client

apps.

The credential information found: Refresh Token, Access Token.
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4.4.2.2 Client acquisition

(@O Browsers and cache

Giga genie doesn’t have a Browser app

@ Smartphone apps forensics

After rooting the smartphone, we used dd on Linux to image the user data. The
user data of 27.07 GB (27,078,426,624 GB) was extracted from galaxy note 4
(32 GB). And We then analyzed the image file using MD-RED and found the
credential information (Refresh Token, Access Token) of the Giga genie app

(figure 26).

2_ e I 2P /media/0/giga data/com.kt.gigagenie.mobile/sh

A ® | O
o- — Hl A E o = o A 3 =1
slack Text - = == 0| 0] x| sS4 DB PList o
4 Encodi e - - 5
UTF-3 L ria v Vi HFAE =&
01 02 CodeP; 5 = e
- =string
211: _E name="REFRESH_TOKEN"=cQz6G7FZQU4530zNkh1qThDgisEvLipCOokIxN4vGQue
- ‘c" 4 Numet plisTFD}SwZyJnRDcl90nd4vZeR Pe3vd 15INbIisTY UZK3N4dAY 3ii3R9y05TSz0AhVorowiis
20 =8 Lt1hpplkpySipJbJi6</string=
,",f f: =string name="ACCESS_TOKEN"=AAAAD3IXge/
= - < sURNfuyWFrmUCQSuMsTMnifJwB4bjS01oeds/x
_;:’1 fl +WMDoMReYDj3LRTKITstVSHC CzzDCuxKP45wWY QiiMVI==</string>
5D 2E —=TUMg Mame= CLIENT_SECRET =TT 3TY_UREGISINg
o ?ﬁ <string name="TOKEN_TYPE">bearer</string>
fé ‘;; 4 E h =string name="CLIENT_ID"=8bVtdNno2CAcigsW\VKb2</string=
22 8 poc =string name="LAST_ERROR_DESC"=</string>
47 et DataTy <sfring name="LAST_ERROR_CODE"></string=
TAAIEN 04 - 71 - Big-Em =mao=

Figure 26: Credential Information of Giga Genie from the client app(smartphone)

4.4.2.3 Network acquisition

@D Web browsers network monitoring tool

Giga genie cloud doesn’t have a browser app

(@ Man-in-the-Middle attack tools

A. IoT monitoring applications (Smartphone apps or browsers) and Cloud

a. For intercepting the traffic using Wireshark

The Giga genie client app(mobile) - cloud traffic were collected by
Wireshark.
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No. Tme  Soure Destination Protocel length  Info
2226 56.1719. 226.75.131.38 16.42.8.163 54 443 - 37077 [RST, ACK] Seq=B378 Ack-168T Win-3383488 Len-B

2227 56.1766. 226.75.131.38 16.42.9.163 66 443 ~ 37098 [SYN, ACK] Seq=0 Ack=1 Win=29260 Len-0 NSS=1460 SACK PERM-1 WS=128

222 56.1783. 19.42.8.163 226.75.13L.38 54 37999 ~ 443 [ACK] Seq=1 Ack=1 Win-87686 Len-§

2220 56.1798.. 1 163 126.75.131.38 239 Client Hello

223 56.1866. 226.75.131.38 16.42.9.163 1514 Server Hello

2231 56.1866. 226.75.131.36 16.42.0.163 1514 443 - 37996 [ACK] Seq=1461 Ack=186 Win=0383536 Len=1468 [TCP segwent of a reassenpled FOU]
2232 56.1870. 226.75.131.36 16.42.0.163 1239 443 - 37996 [PSH, ACK] Seq=2921 Ack=186 Win-B3B3536 Len=1176 [TCP segnent of & reasseabled POU]
2233 50.187.. 226.75.131.38 16.42.0.163 54 [TCP Dup ACK 223821] 443 - 3799 [ACK] Seq=4697 Ack-106 Win-8385536 Len-f

2234 50, 1806 220.75.131.30 54 37950 - 443 [ACK] Seq=185 Ack=141 Win=09624 Len=d

2235 58.188 26.75.131.38 54 37930 - 443 [ACK] Seq=186 in:

2236 58.1801. 1€ 26.75.131.38 54 37030 - 443 [ACK] Seq=186 Ack-4897 Win-06384 Ler=0

2037 58.1945. 16.42.9.163 1514 443 - 37098 [ACK] Seq-4807 Ack-186 Win-B385536 Len-1468 [TCP segment of a reassembled POU]
2038 58.194. 16.42.9.163 508 Certificate, Server Key Exchange, Server Hello Done

2230 58.1981. 126.75.131.38 54 37998 ~ 443 [ACK] Seq-185 Ack=555T Win-09328 Len-8

2049 56.1982. 18.42.8.163 126.75.131.38 54 37998 - 443 [ACK] Seq=185 Ack=6893 Win=182272 Len=B

2241 50.2858.. 19.42.8.163 220.75.131.38 Handshake Message

er Encr
E] [iee Dup ACK 22421] 443 - 37908 [ACK] Seq=§144 Ack=312 Win=2385336 Len=p
538 npphcamn Data

2166
2243 582189 226,
224450214, 18,

16.42.6.163
220.75.131.38
4

¥ Transaission Control Pratocol, Src Por
» Secure Sockets Layer

Figure 27: Network traffic between the client app and cloud

b. For intercepting the traffic using Man-in-the-Middle tool

The Giga genie client app (mobile) is designed to prevent man-in-the-
middle attacks, so the apps have stopped working when the man-in-the-
middle attack tool Burb suit and Sandroproxy are used.

B. IoT Device/Hub and Cloud - intercepting the traffic between the IoT device

The Giga genie devices-cloud traffic was collected by Wireshark.
No. Time Source Destination Protocol Length Info
0000 9 DP AR P

21.00117. 10.42.0.1 239.255.265.250 SSDP 214 M-SEARCH * HTTP/1.1
3 2.00169. 10.42.0.1 239.255.255.250 SSDP 214 M-SEARCH * HTTP/1.1
4 3.80257. 10.42.0.1 239.255.255.250 5SDP 214 M-SEARCH * HTTP/1.1
5 3.51044. 10.42.0.1 224.0.0.251 MDNS 183 Standard guery 0xB88@ PTR _nfs._tcp.local,
6 5.89947. feB@::837:3432:5cfbh. ffE2::fb MDNS 203 Standard query 0x0e00 PTR _nfs._tcp.local,
7 29.7145. IntelCor_da:3c:20 Broadcast ARP 42 Who has 10.42.0.1637 Tell 10.42.0.1
8 30.7190.. IntelCor _da:3c:20 Broadcast ARP 42 Who has 10.42.8.1637 Tell 10.42.0.1
9 31.7430.. IntelCor_da:3c:20 Broadcast ARP 42 Who has 10.42.0.1637 Tell 10.42.0.1
10 35.8362. IntelCor_da:3c:28 Broadcast ARP 42 who has 10.42.0.1637 Tell 10.42.0.1
11 36.8630.. IntelCor_da:3c:28 Broadcast ARP 42 Who has 10.42.6.1637 Tell 10.42.8.1
12 37.8870.. IntelCor_da:3c:20 Broadcast ARP 42 who has 10.42.0.1637 Tell 10.42.0.1
13 54.4793. IntelCor_da:3c:28 Broadcast ARP 42 Who has 10.42.8.1637 Tell 10.42.0.1
14 55.4869.. IntelCor_da:3c:20 Broadcast ARP 42 who has 10.42.9.1637 Tell 10.42.9.1
15 56.5109.. IntelCor_da:3c:28 Broadcast ARP 42 Who has 10.42.8.1637 Tell 10.42.0.1
16 57.7272.. IntelCor_da:3c:20 Broadcast ARP 42 Who has 10.42.0.1637 Tell 10.42.0.1
17 58.7510.. IntelCor_da:3c:28 Broadcast ARP 42 who has 10.42.0.1637 Tell 10.42.0.1
18 59.7750.. IntelCor_da:3c:20 Broadcast ARP 42 Who has 10.42.0.1637 Tell 10.42.0.1
19 60.9830.. IntelCor_da:3c:20 Broadcast ARP 42 Who has 10.42.0.1637 Tell 10.42.0.1

4

» Frame 1: 214 bytes on wire (1712 mts), 214 bytes captured (1712 bits) on interface @

» Ethernet II, Src: IntelCor_da:3c:20 (30:e3:7a:da:3c:20), Dst: IPv4mcast_7f:ff:fa (01:00:5e:7f:Tf:Ta)

» Internet Protocol Version 4, Src: 16.42.0.1, Dst: 239.255.255.250

» User Datagram Protocol, Src Port: 49358, Dst Port: 1908

» Simple Service Discovery Protocol

Figure 28: Network traffic between Giga genie device and cloud

4.4.2.4 Device acquisition

@ Using Device Level APIs

There is no known device-level API

@ Rooting and Imaging

According to the instructions, the USB terminal and Micro SD slot are for media

playback only. We connected the USB terminal to the PC, but the PC did not
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read anything.

(® Destructive methods

Serial Port
After disassembling the Giga genie, the suspect part of the serial port is found,

but serial extraction is not done because there is no mark on the port.

Chip-off

After disassembling the entire device, the found NAND Flash memory was
chip-off, and the entire memory was imaged using the chip reader and MD-
NEXT. The chip-off was done by Hancom GMD. A total of 4.3 GB
(4,294,967,567 bytes) was extracted from the chip-off and took 5 min 41 sec
(12,595,212 bytes / sec).

B MD-Reader 7|7X|Ll.mdf 4.3 GB

Figure 29: Giga Genie Data extracted from chip-off

4.4.3 Case study result of Giga genie

The results of Giga genie's data acquisition following the IoT data acquisition
procedure are shown in Table 9 below. The cloud side was unable to acquire any data.
The client app collected credential information, but the API was not available. On the
network side, we can capture network traffic between the client app and cloud, network
traffic between device and cloud using Wireshark. Network traffic was encrypted using
protocol TLSv1.2, and network traffic continued to occur even when there was no
command on the IoT device. However, man-in-the-middle attacks were not possible
because of the security enhancements of smartphone client apps. Client apps installed
on smartphone detect the behavior of the burb suit or Sandroproxy and stop the client
app. The client side was able to acquire 27.07 GB of user data on the smartphone. And

The device side was able to acquire 4.3GB from the memory chip. In addition, data
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obtained from the device side included the credential information for communicating

with the cloud.

Measuring the amount of data was only possible with data from the device, and the
amount of data on the cloud or the network side could not represent a specific value
because it depends on the network traffic capture time. And we couldn't get API from
Network acquisition. If Giga genie's APIs can be obtained in advance by conducting
previous research on Giga genie, the investigator can acquire cloud data using the APIs
immediately after obtaining the credential information without Network acquisition. In
addition, because the credential information was also found on the device, if the data
cannot be acquired from the client side, the credential information can be acquired from
the device. After analyzing the data obtained from the device, several user voice
recording files were found in the data obtained from the device, and several command
histories were found in the client app cache. It is not a whole history, but there is a

potential for evidence.

Table 9: Result of Giga genie

Acquisition Source Data
Cloud - -
Network Packet analysis tool Pcap
27.07GB
Client Smart phone
Credential information
Device Chip-off 4.3GB
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4.5 GOOGLE HOME MINI

Google Home is deep learning based artificial intelligence speaker from Google. It is the
hardware version of Google assistant which is located in Android phone. It provides various
services based on Google services and is the first overseas product of artificial intelligent
speakers to provide services to Korea. In order to use Google home min, initial settings are
required, and initial settings can only be made in conjunction with a smartphone. And since
these services are provided in partnership with other vendors, sign in and login are required
for each service in order to use other services. Once logged in, if the user does not
intentionally log out, the application will continue to log in. The Google Home Mini is based
on the language user set. For example, After the user sets Korean and English, when the user

commands in Korean, Google responds in Korean. When the user commands in English,

Google responds in English.

4.5.1 Google home mini Setting

In order to perform a case study, the actual IoT device must have data. We initialized

it with the following account and generated the data with some voice commands

Table 10: The setting value of Google home mini

Type Value
User ID simonhallym@gmail.com
Wifi name neoidm6

Voice command

History

* Since Google Home Mini supports a variety of languages, it has mixed English
and Korean commands. In the history below, what is in front is the commanded
language, and the parentheses are translations into English.

-2& YWA|H(volume maximum)

- Hi

- What is your name?

- How can I get to the chooncheon station from here?

-EHANX| Lot Z2{? (How long does it take to get to Chuncheon Station)
- Hi, How are you?

- Where is Harvard University?
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4.5.2 Following IoT data acquisition procedure

4.5.2.1 Cloud acquisition

@ Identify the cloud used as a backend

Google home mini, also known as artificial intelligence speakers, is a cloud-

based Google Assistance service.

@ Get access to the cloud

The user can access cloud data using speaker and client apps (smartphone app
and browser app). For smartphone apps, if the user does not intentionally log
out, the account remains logged in. And in the case of the browser app, it may

be different for each user's configuration in the browser.

(® Ask a potential user (a third party, such as a relative) of the IoT device the

credentials

Cloud 3 is excluded because of the basic scenarios for the case study.

@ Request data from a cloud provider

Cloud 4 is excluded because of the basic scenarios for the case study.

(& Look for unsecured APIs that does not need authentication to access user data

Google provides official APIs. But all the API need authentication. So there is

no known unsecured APIs.

® Investigate client apps to get accounts and credentials. And use API to access data

We identified the API from the Browser app and got the cookie from the Chrome

browser on my PC. We acquired user history data using APIs and cookies.
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Figure 30: Google home mini history return value obtained through API

a. Look for username and password from client apps file structure.

An analysis of the client app found a username but no password.

b. Look for Credential such as cookies and tokens from Client apps

The cookie was obtained from the client app. The process of obtaining

cookies is described below in client acquisition.

4.5.2.2 Client acquisition

@ Browsers and cache

Since google home mini has access to the command history through a browser
app, it needs to extract the cookies that remain in the PC browser app to use the
APL. In the path below we got the cookies stored in the Chrome browser. And
we checked the cookie file with DB VIEW, and it contains the cookies that were

used to login to google.com.

Path - C:\Users\jangsubong\AppData\Local\Google\Chrome\User Data\Default\Cookies

@ Smartphone apps forensics

After rooting the smartphone, we used dd on Linux to image the user data. The
user data of 27.07 GB (27,078,426,624 GB) was extracted from galaxy note 4
(32 GB). And We then analyzed the image file using MD-RED and found the

cookie in Google home mini app
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4.5.2.3 Network acquisition

@ Web browsers network monitoring tool

If we access myactivity.google.com using the browser, we can see user’s activity

history related to Google using user’s account and it contains google home mini
history. If there was a voice command through the client google app, the voice
is recorded. Using chrome devtool, we could find an API that returns google

mini history value.

@ Man-in-the-Middle attack tools
A. IoT monitoring applications (Smartphone apps or browsers) and Cloud

a. For intercepting the traffic using Wireshark

The Google client app(browser) - cloud traffic were collected by
Wireshark

[Wip-addr ==74.125.20.113

No. Time Source Destination Protocol Length Info

= 20 23072.. 192.168.166.73 74.125.208.113 ubP 1392 50569 — 443 Len=1358
21 23119.. 192.168.166.73 74.125.20.113 upp 1871 58569 — 443 Len=1629
27 37268.. 74.125.20.113 192.168.166.73 ubpP 1392 443 - 50569 Len=1350
28 37272.. 74.125.28.113 192.168.166.73 upp 73 443 — 508569 Len=31
29 37273.. 74.125.20.113 192.168.166.73 ubpP 62 443 - 50569 Len=20
30 37347.. 192.168.166.73 74.125.20.113 upp 83 58569 — 443 Len=41
31 1.37358.. 192.168.166.73 74.125.20.113 ubpP 70 50569 — 443 Len=28
36 42767.. 74.125.20.113 upp 1392 443 — 50569 Len=13580
a7 42787.. 74.125.20.113 ubpP 1392 443 - 50569 Len=1350
38 42788.. 74.125.208.113 ubP 985 443 58569 Len=943
39 42851.. 74.125.28.113 upp 1392 443 50569 Len=1358
40 42871.. 74.125.20.113 ubpP 1392 443 58569 Len=1350

T4.

5
&
N - e

44 . 74.125.20.113 ubpP 227 443 - 50569 Len=185
45 . 74.125.20.113 192.168.166.73 upp 1392 443 —~ 50569 Len=1358
. 192.168.166.73 74.125.20.113 ubpP 70 50569 -~ 443 Len=28
47 192.168.166.73 74.125.28.113 ubP 70 50569 — 443 Len=28
48 . 192.168.166.73 74.125.208.113 ubp 70 58569 — 443 Len=28
49 . 192.168.166.73 74.125.20.113 ubpP 70 50569 — 443 Len=23
58 . 192.168.166.73 74.125.208.113 ubp 70 58569 — 443 Len=28
51 . 74.125.20.113 192.168.166.73 ubpP 1392 443 - 50569 Len=1350
52 74.125.20.113 192.168.166.73 upp 734 443 — 50569 Len=692
53 . 192.168.166.73 74.125.20.113 ubpP 70 50569 — 443 Len=28
61 . 74.125.20.113 192.168.166.73 upp 62 443 —~ 505689 Len=20
75 . 74.125.20.113 192.168.166.73 ubpP 1392 443 - 50569 Len=1350
76 74.125.28.113 192.168.166.73 ubP 1392 443 - 56569 Len=1358
7 . 192.168.166.73 74.125.208.113 ubp 70 58569 — 443 Len=28
78 . 74.125.20.113 192.168.166.73 ubpP 588 443 - 50569 Len=546
79 .. 74.125.20.113 192.168.166.73 upp 1392 443 — 50569 Len=1358
8o . 192.168.166.73 74.125.20.113 ubpP 70 50569 — 443 Len=238
81 . 74.125.20.113 192.168.166.73 upp 1392 443 — 50569 Len=1358
82 . 74.125.20.113 192.168.166.73 ubp 1392 443 - 50569 Len=1350

Frame 42 G
» Ethernet II, B Emeeth _db: 133 le), Dst:
~ Internet Pratocol Version 4, Src: 74 125 20 113 Dst 192 168.166.73
-... = Version: 4
.... 0101 = Header Length: 2@ bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 1378
Identification: Ox@808 (8)
Flags: 0x4008, Don't fTragment
Time to live: 38
Protocol: UDP (17)
Header checksum: ©x8%9ab [validation disabled]
[Header checksum status: Unverified]
Source: 74.125.20.113
Destination: 192.168.166.73

Figure 31: Google browser app-cloud traffic

on interface @
9:98 (4c:cc:6a:85:19:98)

-

-

b. For intercepting the traffic using Man-in-the-Middle tool:
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Installing the Sandproxy app on a rooted smartphone and running the
Google home mini app can make the Sandroproxy app intercepts the
credential information required for client apps to communicate with the
cloud and the APIs used to request cloud data. We obtained credential
information through this man-in-the-middle attack: cookies, several
APIs have been discovered that return device activity information

values and the user command history(Figure 32).

17 POST https://play.googleapis.com//log/batch 200
16 POST htips://play.googleapis.com//log/batch 200
15 POST https://play.googleapis.com//log/batch 200

POST https://www.googleapis.com//usercontext/vi/
controllerhub/writeinterestrecords 200
11 POST https://play.googleapis.com//log/batch 200
POST https://android.googleapis.com//auth/
devicekey 200
POST https://www.googleapis.com//androidcheck/
v1/attestations/adAttest 200

POST https://www.googleapis.com//
androidantiabuse/v1/x/create 200

POST https://cast.google.com//cast/nearby/search

13

9

200

GET https://goocgleads.g.doubleclick.net//pagead/drt/
m 200
POST https://clients3.google.com//cast/discover/
browse/contentshelves 200
POST https://clients3.google.com//cast/discover/
config 200
POST https://clients3.google.com//cast/
orchestration/linkeddevices 200

4 POST https://mobile.launchdarkly.com//mobile 202

2 GET https://decide.mixpanel.com//decide 200

GET https://graph.facebook.com//
v2.8/359885511069357 200

Figure 32: APIs from google cloud for google home mini

B. IoT Device/Hub and Cloud - intercepting the traffic between the loT device

The Google home mini device - cloud traffic were collected by Wireshark

4.5.2.4 Device acquisition

@ Using Device Level APIs

There 1s no known device-level APIs

@ Rooting and Imaging

There are no ports available for visual inspection.
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(® Destructive methods
Chip-off

To acquire data from a chip, we must use a chip reader device. The chip reader
device depends on the size of the chip, but we could not get it because we did

not have a reader device for google home mini memory chip size.

4.5.3 Result of Google Home mini

The results of Google home mini's data acquisition following the loT data acquisition
procedure are shown in Table 11 below. The cloud side was able to obtain user history
data from the Google home mini using the cookies from the client acquisition and the
API from the network acquisition. On the network side, we can capture network traffic
between the client app and cloud, network traffic between device and cloud using
Wireshark. Network traffic was using protocol UDP, and network traffic continued to
occur even when there was no command on the IoT device. We have also acquired an
API that responds to user history in browser apps using the web browser network
monitoring tool. And in the Man-in-the-Middle attack, APIs related to authenticating,
weather, and user history were found in the client app on the smartphone. The client side
was able to acquire 27.07 GB of user data on the smartphone. On the device side, it was
only possible to chip off, but it was impossible to extract data because we don't have a
chip reader for google home mini. The chip size of google home mini differs from the

chip size of other Al speakers, so we could not use our chip reader.

Measuring the amount of data was only possible with data from the device, and the
amount of data on the cloud or the network side could not represent a specific value
because it depends on the network traffic capture time and the amount of data that the
cloud has. Data from Google home mini is linked to google account and can be viewed

on the Google activity web page. The data is the user's command history and voice
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recording files. Investigator can also see which services are interlocked, which can help
the investigator identify other IoT devices. The credential information for acquiring this
data is found on both browser and smartphone app. If google home mini's APIs can be
obtained in advance by conducting previous research on google home mini, the
investigator can acquire cloud data using the APIs immediately after obtaining the

credential information from client acquisition without network acquisition and device

acquisition.
Table 11: Result of Google Home mini
Acquisition Source Data
Cloud API User Activity hlstgry
Recorded user voice
Web monitoring tool API
Network
Packet analysis tool Pcap
27.07GB
Smart phone
Client Credential information
Browser Credential information
Device - -
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4.6 Result of case studies

The purpose of this case study is following the IoT acquisition procedure of cloud, client,
network, device presented in chapter 3 to measure how much data can be obtained from the loT
device and whether the data is acquired. As a result of the case study, it was possible to acquire
data from all devices as shown in Table 12. SK Nugu, Naver Clova, and Kakao Mini were able to
obtain data from all acquisition procedures. SK Nugu, Naver Clova, were able to obtain data from
all acquisition procedures. And it was impossible to acquire data from Giga Genie's cloud
acquisition, Kakao Mini's cloud acquisition and google home mini's device acquisition. In the
case of Kakao mini, when a man-in-the-middle attack comes, the client app detects and stops the
app from running. So, we could not get the API to access cloud data. However, Kakao provides
an account management web page such as user account login history, connected device history,
and connected services. We have identified and learned the APIs of the web page and the cookies
used. In the case of Giga genie, API could not be obtained for the same reasons as kakao mini. In
the case of google home mini, chip readers used in other speakers could not be used because

memory chips were different in size. (Absence of chip reader).

Table 12: Successful extraction of data by each acquisition procedure

Acquisition SK Naver Kaka.o Gigfl Googl? .
Nugu Clova Mini Genie home mini
Cloud O O X X o
Client O O 0 O O
Network (0] O O O O
Device O O O o X
Result (0] (0] (0] 0] (0}
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The more detailed results of the IoT data acquisition are shown in Table 13. This table is made
by summarizing the IoT Data Acquisition procedure presented in chapter 3. If data can be
collected, an O mark has been entered. Since this experiment was based on the basic assumption
(basic scenario) from the beginning, we excluded Cloud 3 and 4. The procedures that could not
acquire any data were Cloud 5, Cloud 6-A, Client 1, and Device 1, Device 2. The reasons are as
follows: Cloud 5 and Cloud 6-A are targeted at security vulnerabilities in the cloud. IoT can use
APIs that do not use credentials because [oT Product is released in various forms without existing
standards or developed by users themselves. That is, not all client apps can have the same security
level. while analyzing data from a smartphone to find credential information, we found the ID
and password used on a website (Figure 33). However, the artificial intelligent speakers tested at
this time did not find this vulnerability.

v URL : httpsz//
us.accoul
accounts/ANDROIDSDK/signinGate
51 3= A 3= AR :llgggsimonhallymomloom
7631304 [N

Figure 33: The ID and PW of the website found during client app analytics

Client 1 was limited in this experiment. loT devices used in the experiment except Google
home mini do not use the browser app. In the case of the Google Home Mini, the browser app
does not control the Google Home Mini directly, but rather helps to check the activity history of
user accounts using the Google Home Mini. In other words, this method would be suitable for

IoT devices that use a browser app to allow some data to be processed on the local computer.

The network traffic between the device/app and the cloud obtained from the network
acquisition uses TCP, TLSv 1.2, ARP protocols and the data is encrypted. And the capture of the
traffic after the occurrence of the crime may be meaningless. However, we can expect to obtain
credential information from the traffic that the cloud app or device tries to connect to the cloud

by collecting packets. and IoT network traffic continues to communicate with cloud servers even
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when it does not give any orders. And the device automatically updates itself.

Devicel is a method for obtaining data from a device using an API. For example, google
onhub can receive diagnostic reports from devices using the API when there is a power outage or
network problem and it does not work. Device Level APIs can be formal or informal. But we
couldn’t find device level for the device used in the case studies. Device2 has been applied to
Nest Thermostat in 2014. Device rooting through the USB port on the device exterior and
controlling the device as user convenience [27], [28]. However, after the firmware update, the
rooting through the USB port connection has been blocked as logically. Among the five artificial
intelligence speakers, Kakao mini and Giga genie have external connection port such as USB.
Kakao mini's USB port was for charging purposes and Giga genie's USB port was for the media
file. And it was not possible to access the inside of the device software through the USB port. and

the other speakers don't have any port external.

Table 13: Successful extraction of data by each extraction method detail

Acquisition SK Naver Kakao Giga Google
quisity Nugu Clova Mini Genie home mini
® (6] (6] o o o
® (6] (6] o o o
® . .
Cloud Exclude according to the scenario
®
® X X X X X
A X X X X X
® B o o X X o
® X X o X o
Client
® (6] (6] o o o
® X X o X o
Network A 0 0 X X 0
@ B (6] (6] O O O
® X X X X X
. ® X X X X X
Device A X X X X X
® B o X X X X
C O O o o X

One of the goals of this case study is to measure the amount of data acquired. As shown in
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Table 14 below, data acquisition in the cloud and network acquisition cannot be represented by a
specific value. Because it depends on the time of network capture and depends on the amount of
data being stored in the cloud or the API provided. The data that can be obtained from the client
and device acquisition will vary depending on the amount of memory that can be stored, but the

maximum amount of data that can be acquired before the acquisition can be estimated.

Table 14: Data from each extraction method

e SK Naver Kakao Giga Google
Acquisition Nugu Clova Mini Genie home mini NOTE
Login history, Activity
Connected .
Command Command . History,
Cloud histo Histor service, ) Voice
ry y Connected
. record
device,
éfeﬁé:ntial APIs, APIs I;Irfzvﬁirl;f all
Network . . Credential APIs - Credential .
information, information information devices can
Network traffic ) be collected
Acquired
Credential Credential Command Phone
Client information, Credential information, History, Credential image
en Device information | Personal Credential Information | 27.07GB
configuration, information information from
all cases
Credential Credential
Credential Credential information, information
information, information | Voice Voice
Device Response File | Response File | -
Senal Port Chip-off | Chip-off Chip-off
Chip-off 6.0GB 6.0GB 3.9GB 4.3GB

Though this is not the scope of this case study of analyzing the acquired data, we had to

analyze the data acquired from the client or device for credential information to access the cloud
data. Data analysis shows that we can get credential information from all client apps, and
credential information is found in all the data from the device. Files related to voice commands
were found in the data of Kakao mini and Giga genie obtained from the device. The Kakao mini
had all the audio files that kakao mini responded to when the user commanded, and the Giga genie
had some user voice recording files left. Assuming that the data available as potential evidence is

command history, In the case SK Nugu, Naver Clova, and Google Home mini, we could get it
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from the cloud, and in the case of Kakao mini and Giga genie, and we can get it from the data of

client app or device.

4.7 Conclusion of case studies

These case studies demonstrate that data acquisition is possible on all IoT devices
following the proposed IoT Data Procedure acquisition procedure. loT data acquisition should be
done on all sides of the Cloud, Network, Client, and Device as much as possible. There are two
reasons for this: First, To access cloud data, the investigator needs to use the credentials from the
client app or device and the API obtained from the network side. Second, each side may have
different data. In the case of the Kakao Mini, there was a recorded audio file in the device data
that indicated the command history, and in the case of the Giga genie, we could find some of the

user command histories in the client app.

In this case studies, if the client app provided services to the user to view the activity
history, we could get the full history through the API. However, if the client app does not provide
a history of commands, even if the command history was obtained through the API, it was some
of history, but not all. In other words, if the client app provides a service that allows the user to
view command history through the cloud, at least command history information can be obtained
from the cloud. In this case study, client apps from Naver Clova and Google home mini provided
command history to the user through the cloud, and we were able to get the full command history.
But for SK Nugu, we got a very limited command history. In other words, if the type of data that
the cloud provides to the client app is identified before performing IoT data acquisition, the

investigator can prioritize which side of the cloud, client, network, or device to investigate first.
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The data obtained from the network acquisition was not easy to analyze as encrypted packets.
But one thing we found that even though the user was not using Al speakers, it were exchanging
data with the cloud server and even upgrading the firmware automatically, regardless of the user's
intentions. This means that data can be distorted or deleted over time. If there is no way to acquire
volatile data from an IoT device, or if the data available as evidence is non-volatile, it is more
helpful for investigators to enter the crime scene, identify the device, and turn off the connected

Internet or power.
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CHAPTER 5. CONCLUSION AND DISCUSSION

This paper presents loT Data Acquisition procedure through testing of actual IoT devices.
The IoT investigation procedure model presented so far has been too general without testing, or
the tested research has specialized in specific technologies. The reason is that many variable
factors such as the variety of IoT devices and new technologies have created challenges. so it
could not be generalized as a comprehensive [oT Investigation procedure. However, Due to the
interconnection of IoT devices, the development of IoT devices has begun to take a standard form,
and the loT digital forensic case has been generated. By compiling the digital forensics cases of
IoT devices, prior research and our research experience, We propose the loT data acquisition
procedure for the smart home. The procedure was tested with Al speakers that serve South Korea.
The Al speakers used for the test were SK Nugu, Naver clova, Kakao mini, Giga genie, and

Google home mini which provide service to Korea.

This procedure is classified as Cloud acquisition, Client acquisition, Network acquisition, and
Device acquisition. If the location and type of data, API required can be known through prior
research or actual case before a criminal investigation, the side that has the required data can be
executed immediately. if not, the collection procedures for clients, devices, network, and cloud
should be carried out as well as possible together. This procedure did not include the analysis step.
But in order to get credentials such as Cookie and Token or APIs, the data from the client, the
network, and the device must be analyzed to some extent. A case study for testing was acquired
from all sides of the Cloud, Client, Network, and Device, assuming no prior information, such as
APIs or data locations. The results of the case study were able to acquire data from all devices.
And the location and type of data were different from device to device. In other words, the method

used to acquire data in each procedure was different. In other words, data acquisition of IoT
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devices should be carried out with the possibility of data being present in all aspects of Cloud,

Network, Client and Device.

Through these results, we present the IoT Investigation procedure. In this IoT investigation
model and procedures, we provide a generic investigation model and procedures that IoT
investigators can follow during investigating smart home I[oT devices. The procedure is not
intended to give detail guidelines for each tasks in the process, however, to highlight the major
starting points in investigating [oTs. Moreover, the procedure uses or refers to other already
matured procedures in some areas where we think the process overlaps to existing digital forensics
procedures. In this procedure, the Acquisition step follows the IoT Data Acquisition presented in
Chapter 3. Guidelines on Mobile Device Forensics developed by NIST (NIST Special Publication
800-101 Revision 1) is one of the main existing guidelines we based our model and procedures.
The model has 6 process with each process having different subprocess that need to be executed

to fully investigate the IoT device.

- ™
Examination Reporting
Preparation Identification Acquisition Preservation - and
Analysis -
Archiving
J
— Documentation —
— Chain of custody —
-~ Authorization —

Figure 34: loT Investigation Procedure
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Preparation is a process of being ready to perform digital investigation when the incident is
noticed/reported. For IoT investigations, using the available standard operation principles for
digital investigation could be helpful. For this investigation procedure, the preparation from
Scientific Working Group on Digital Evidence (SWGDE) best practices for digital evidence
collection is included as initial point. Preparation in SWGDE is stated as a process that “includes
communication between the examiner and investigative team”, about the details of the
investigation, the nature, and scope of the potential evidence to be acquired, and unique
constraints that may impact the acquisition. Also, the need for the examiners to consult
appropriate legal counsel if clarification on legal authority is required [34]. The preparation

process includes:

e planning

e understanding the case in hand or the context including case evaluation
e preparation detail design on how to conduct the investigation

e allocating resources such as investigation teams

® preparing tools, etc

e securing the crime scene

Note that, some of the IoT to be identified in the crime scene might have not been investigated
yet and has not properly tested and verified tools to acquire the data. Therefore, this should be

noted at the preparation stage and a strategy should be in place to handle such cases.

Identification is the process of identifying the potential sources of digital evidence that are
required to support a claim about a crime [35]. In IoT investigation the process includes
identifying the IoT devices, locating them and assessing the value of the device to the specific
case to be investigated before performing data extraction. In addition, it should be identified
whether the device's information, such as the purpose of the device, the data handled, the type of

app is provided, the API identified by prior research, and the tools required, are available. The
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main goal in this process is to assess and document the IoTs and integrated devices/services,
determine their locations, status and applications/purpose in the house, time and also may be the

contribution to the case/crime to be investigated.

Acquisition is the process of extracting evidential data from IoT devices and their cloud
storage. This process can be conducted either manually or in an automated way using forensics
tools depending on the IoT device and associated cloud storage. As a result, this process depends
on the availability of the forensics tools and the capability of the involved investigation specialists.

The procedure for this acquisition step is the IoT Data Acquisition procedure presented in this

paper.

Preservation is the process of keeping or maintaining the integrity of the extracted data or the
evidence/potential evidence data in a way that can be verified at any time. In loT investigation
process, this can be achieved using the standard digital investigation procedures such as:
hashing the data, encrypting the data, working on the copy of the data, storing the data separately
for each IoTs in specific to the IoT preservation. This process can be also achieved simultaneously

with the data collection/acquisition process, examination, and analysis process.

Analysis is the process of determining the forensic value of the extracted data for the specific
investigation case in hand. Bulbul et al. in [36] states analysis and examination as a careful
observation of the extracted digital evidence to trace user activities and identities without altering
the data. The output of this process has significant value to construct evidence for the case in hand.
The examination and analysis tasks for digital evidence from I[oTs depends on the source of the
evidence and the structure of the data, which requires careful analysis and domain knowledge

about the investigated IoTs.
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Reporting is the process of presenting the investigation findings regarding the case. The
presentation includes the findings, the activities performed, the tools and procedures used,
investigated [oT devices; to support the hypothesis for the case in hand. In Guidelines on Mobile
Device Forensics developed by NIST (NIST Special Publication 800-101 Revision 1)[26]. this
process is stated as “the process of preparing a detailed summary of all the steps taken and
conclusions reached in the investigation of a case. Reporting depends on maintaining a careful
record of all actions and observations, describing the results of tests and examinations, and
explaining the inferences drawn from the data. A good report relies on solid documentation, notes,
photographs and tool-generated content. Reports of forensic examination results should include
all the information necessary to identify the case and its source, outline the test results and

findings, and bear the signature of the individual responsible for its contents.”

The features of the proposed IoT Investigation procedure include the process of returning to
the Identification during Acquisition and Examination Analysis. Case study results in chapter 4
Device configuration, connected device information, and so on, have been found on the IoT
device, which can also be information that can be used to identify unidentified devices,
connections, and so on. IoT devices are connected to the Internet and provide services, but other
protocols such as Zigbee and Zwave can be connected to other devices. Investigation of IoT
devices cannot proceed with a complete identification, as any object can be an [oT device through
anetwork connection. Since there are various shapes and sizes such as ultra-small sensor, implant
IoT device, refrigerator, mirror, etc., if any information is found in acugqisition step and analysis

step, re-entry of Identification step is required.

This paper describes the procedure for data acquisition in IoT devices in a smart home. This
procedure has been tested and validated with five artificial intelligent speakers, which are actual

IoT devices. In addition, the IoT investigation procedure was presented using the results of the
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IoT Data Acquisition Procedure test. these procedures are the basic guideline for acquiring IoT
data to investigators. This will tell you where to start to acquire loT Data and tell you what the

next step is.
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There are previous studies about digital forensics in terms of the Internet of Things
(IoT) environment, and cases using loT device data for crime investigations. However,
the acquisition and analysis of data in the loT environment are still a challenge for digital
forensic investigators. In addition, there are no accepted practical and comprehensive
digital forensic procedures for investigators and law enforcement agencies to perform

digital forensic investigations on loT-based environments.

This work proposes a new model for IoT Forensic specifically for the Data
Acquisition procedure from the IoT ecosystem. The model is tested using experiments
conducted on IoT devices. The experiment includes the research aspect of investigating
the actual IoT devices in order to provide a complete picture of the model. The experiment
was divided into Cloud, Network, Client (PC, Mobile) and Device/hub side for each IoT

device.

The results from the experiments showed that data can be extracted from each
category of cloud, network, client, and device, and that the data should be collected as

soon as possible with the related devices and collected as much as possible. This is
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because the data available in the device and in the specified categories can vary depending
on the storage and processing capabilities. For example, the device side may have data
that the cloud side does not have. The data can be key evidence for a crime scene. And
the cloud side includes the more complete update and historical data, while the client and

device side include cache data that may be incomplete, outdated, or partially overwritten.

Through these test results, this paper also presents the IoT investigation procedure. In
order to proceed with data collection from all aspects of IoT ecosystem, it is necessary to
analyze data obtained from the client side. Information such as device configuration
information and connected devices can be obtained by acquiring and analyzing them. By
checking the information of the other connected IoT devices, the investigation can go
through the identification step again. The proposed procedure will serve as a guideline
from where to start to investigate [oT devices and what the next step is. It will also
facilitate investigators and researchers in the digital forensics field to facilitate the data
acquisition process and develop data collection tools. This procedure should be tested and
verified against a variety of IoT devices until a comprehensive procedure for IoT data

acquisition.

Keyword: Internet of things forensic, IoT Forensic, 1oT data acquisition, Cloud
Acquisition, Network Acquisition, Client-side Acquisition, Device Acquisition.
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